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= 8.2.1 Ha ocHOBe 0gHOr0 KOHTpoanepa (tum 1)
» 8.2.2 Ha 0CHOBe [IBYX KOHTPOJIEPOB (THUII 2)

¢ 9 CepBucHoe 06cTyKUBaHNE
o 9.1 COpoc B 3aBONCKKE YCTAHOBKHA

o 9.2 [lepexoq B PEXKUM IIPOTPaMMUPOBAHUS
o 9.3 3aMeHa MUKPOIPOrpaMMEl VCTPORCTBA

o 9.4 3aBOICKHE HaCTPOUKMN

OnucaHue KOHTpo/Uiepa

KonTponnep - yCTpOKCTBO, IpegHa3HadyeHHOe AJ1s YIIPaBIeHU OOCTYIIOM B XKUJIbIE U
IIPOU3BOACTBEHHEIE TIOMEILIeHNS, y4eTa BpeMeHH Ipoxofa 1 coOuiTuil. KoHTponnep paboTraeT ¢ AByMs
CUYUTHIBATENISIMHU, TIOAKIII0OYaeMbIME 110 HHTepdeiicy Wiegand. Kortponnep PW-400 o6pabaThiBaeT
nH(}OPMAIKIO, OCTYNIAIOIIYI0 CO CUUTHIBATENS (CUUTHIBATENEN), U C TIOMOIIBIO0 YETEIPEX peJie
OCYIIEeCTBIIAeT KOMMYTalWi0 UCIOJIHUTEIbHEIX YCTPOUCTB (HampuMep, 3aMKOB, CUPEHH! U T.1.).
Hanwywue BOCEMU JOTIOTHUTENNBHBIX BXOMIOB C Pa3JIMYHBIMUA BapUaHTaMU UX IPOTPaMMHUPOBaHUS
IIO3BOJISIET KPYTJIOCYTOYHO KOHTPOJIMPOBATh BOCEMb OXPAHHEBIX 30H (C KOHTPOJIEM II0 TOKY).
KonTponnep MoxeT paboTaTh KakK aBTOHOMHO, TaK U B cOCTaBe ceTH. [ o0vemunenus: B cetb CKY]I
cnyxut uatepderic Ethernet (mpoBomHas KoMIbIOTEpHas CETh). B KOHTPOJIIEpe IpeaycMoTpeHa
GYHKIMS TPOrpaMMUPOBaHUS CETEBLIX HACTPOEK U OOHOBJIEHUST €70 MUKPOIIPOTPAMMEI Yepe3
ctangapTHei mopT USB (mini USB B). Ilutanue KOHTpOJIEepa OCYLIECTBIIETCSA OT UCTOYHKKa 12B.
KonTtponnep PW-400 nMeeT pa3BuTHe anmnapaTHbIE BO3MOXHOCTY U UHTEIJIEKTyalbHble QyHKIUU
[J1s1 yIIpaBIeHUS ABYMS OBEPSMU C OOHUM CUUTHIBATEJIEM M KHOIIKOU 3ampoca Ipoxoaa (aBe
OIHOCTOPOHHUX [IBEPHU) UJIX OGHOU [BEPHIO C IBYMS CUUTHIBATEIAMU (OIBYCTOPOHHSS OBEPD).
Bomnpmmoi 00beM 9HEPTOHEe3aBUCUMOU TaMATH II03BOJIIET UCIOIb30BaTh KOHTPOJIED AT
OpraHU3alliy YIpaBIeHUs SOCTYIIOM C KOJIMYeCTBOM IIOCTOSHHEIX COTPYIHUKOB 00 31768 uenoBek u
no 1000 moceTuTeney (BpeMeHHbIe NAEHTU(HUKATOPH). TIIaTeIbHO TPOAyMaHHble TEXHUUECKHEe 1
KOHCTPYKTOPCKHKeE pellleHns, KOMMYHUKaLK 110 KOMIbIOTepHOU ceTu Ethernet, sHepronesasucumas
aMsATh U 4achl, 3al[iTa KOMMYHUKALIXOHHEIX IOPTOB U ITIOPTOB CUUTHIBATE/IEX OT KOPOTKOTO
3aMbIKaHUS, IePeHalpIXKeHUs U IIePEIoII0COBKY - BCE 3TO II03BOJIsIET UCIIOIb30BaTh KOHTPOJIIED
[JIS1 IOCTPOEHUS CaMbIX PA3/IMYHBIX CUCTEM KOHTPOJIS U YIIPaBIeHUs AOCTYIIOM.

KouTtpomiepsnl
B Hacrosmee BpeMs CyIIeCTBYIOT Cllefyiomye MogudrKanuu KoHTposnepos PW-400:

PW-400: YuuepcamnbHbiit IP korponnep CKV]I, mamsts: 32000 ugeHTU(PUKATOPOB, XKypPHAJ COOBITHH
— 47000, uarepdernce: Ethernet 100Mbit (pa3wem RJ45), nBa nopta Wiegand, mini USB, 8 BxomoB ¢
KOHTPOJIEM I10 TOKY, 4 BBIXO[a CyXOi KOHTaKT: fiBa peje 24B 5A, nBa pese 24B 1A, 250 BpeMeHHBIX
30H, 250 HeOenbHBIX PAacIUCAHUM, aTa 6e3 Kopmyca, nutanue 12 B.

PW-400 v.2: AHanoruyHo KoHTpoiepy PW-400 HO ¢ u3MeHeHHOM 37IeMeHTHOM 0a30 s
akcmnyatauuu o -400C.

PW-400 v3: Aranoruyuo KoHTposepy PW-400 Ho ¢ MeHbIIUM 00beMoM naMsatu. 4000
UAEeHTU(PUKATOPOB, KypHas coOriTuii - 32000

Ha3Hauyenue npudopa

KouTponnep PW-400 npegHa3HayeH [Jig paO0TH B COCTaBe CUCTEM KOHTPOJIS U YIIPaBlIeHUS
noctynoM (CKY]I) pasnuynoro macurraba ot CKY]I Hebomnbioro odrca [0 TPOXOAHOM KPYITHOTO
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npegnpusaTtusa. B CKY]] koHTposnepsl 00beIUHSIIOTCS II0 KOMIBIOTEPHOU ceTH. KOHTpoiep
TI03BOJISIET OPTaHU30BaTh AOCTYII B IBA Pa3HEIX TOMeIeHUs 1160 B OHO ITOMEIIEHNUE, HO C
KOHTPOJIEM, KaK BX0[a, TaK U BEIXO[a, a TaKXKe CUCTeMy CUTHa/IM3alyuy IIOMelleHU!, CBA3aHHBIX C
NAHHEIMU TOYKaMU [IPOX0fa. B ciiyyae 0mHOBpPEMEHHOI'0 KOHTPOJIS BXOMa U BEIXOMa U3 IIOMEIleHUs
obecnieunBaeTcs ¢pyHkuus "Antipassback".

XapakTepuCTHKH

e [luTaHuve - BHEIIHUY UCTOUYHUK 12B:

e Tok moTpebiieHus OT UCTOYHKKA 12 B (Ipu OTKIIIOUEHHBIX Harpy3Kax), He Oojyee 160 MA

e AMNIUTyHa MylabCalliil UCTOYHKUKA MUTAHUS ITOCTOSTHHOTO TOKa, He Oonee 500 MB

¢ BO3MOXKHOCTh IOJK/II0UEHXS BHEIIHUX CUUTHIBaTEIe 0€CKOHTAKTHHIX HAEHTH(DUKATOPOB,
paboTatomux B mpotokosne Wiegand 26, 37, 42.

e BoceMb BXOJ0B [J1 IOOK/II0UEHUS IMUIeN(OB C KOHTPOJIEM 10 TOKY (OKOHEYHBI Pe3UCTOP - 2
KOM)

e JIBa pene (konTakThl NO, NC, COM)5A @ 24 B

e JIBa pene (koHTakThl NO, COM) 1 A@ 24 B

e Opuu mopT USB 1151 KOHQUTrypauuu CeTeBEIX HacTpoek (s cBsa3u ¢ cepepoMm CKY]I) u
00HOBJIEHUS €Tr0 MUKPOIIporpaMMEl Yepe3 ctaHgapTHEM nopT USB (mini USB B).

e KonTpomb BckpeITHS Kopyca mpubopa (PW-400 EU, PW-400 EU v.2, PW- 400 AC)

e [Topt Ethernet 10BASE-T/100BASE-TX

e [TonHas KoHuUrypauus BenoaHsIeTcs ¢ moMormbio [10 CKY]] yuepe3 KOMIbIOTEPHYIO CETh

e Yackl peanbHOTO BpeMEHU

o OyukIus «Antipassback»

e JHeproHe3aBUCUMas IaMsTh:

WpoeHTnuKaTOpPOB 31768
CoOniTHi 47000
TanM-30H 250
HepenbHBIX pacnucaHui 250
[Ipa3mHUKOB 250

Bpewmennrix uneHTuduraTopos 1000

o KnmumaTH4ecKoe UCIonHeHrne KoHTposnepa PW-400 v.2 u PW-400 EU v.2 - B guama3oHe
TeMIlepaTyp OKpyxXKarolero so3agyxa oT: - 400C mo +550C

e KoHTponnep obecrneynBaeT pabOTOCIIOCOOHOCTE IIPU OTHOCHUTEIHHOM BllaxkKHOCTH 10 80 % 6e3
KOHJIeHCAalu! BJIaru.

ITogkIl0oYeHHe U HaCTPOHMKaA

Ha koHTpoOnepe CHATh nepeMbluky TMP

KonTponnep moakmo4YuTh K KOMIIBIOTEPY 110 mini-ush

B mucneryepe ycTpoicTB 0ToOpa3uTcs Com mopT

3anyckaete npunoxenue ProxWayIPConfigurator

Haxumaere KHONKY «HOBBIN»

BribupaeTe Bamr KOHTpoJiep ¢ ykazaHHbIM COM nopTtom. [Tpumep: PW400v3 (COMS)
HaxuMaeTe BHIUUTATH

3amaeTe HEOOXOOMMEIE HACTPOUKM

HaxumaeTte 3anucath

LN LN e



ey OVD w CD-ROM guckoeoab

/! Guardant dongles

o g IDE ATASATAPI koHTponAEphl

A Bugeoagantepk

> == Junckoesie ycTpoicTea

[ %y 3EYKOEBIE, BMAED M MIPOBBIE YCTPOWCTES
o Knaenatypel

.78 KomneroTep

s rﬂ Kontponnepe USE

b 4= KoHTponnepe! 3anoMuHaroWML yCTpoicTe
" I-l MoHuTopEI

ﬂ MeILW 1 MHBIE YKaZRIBAHILLME YCTROACTER
4 73 Mopre: (COM u LPT)

| Y3 USB Serial Port (ccmaj<:
o {!I,,I] MocTaswme nevatn WD

3 Npoueccope

¥ Cetesble aganTepsl

> /M CucremHele ycTpolicTea

4 -ﬂ'_." Yerpoficrea HID (Hurman Interface Devices)

Onucanue u padora

PacnonoxeHnue Ha InaTe KOHTPOJIIepa NepeMbluek (I2KaMIepoB), KHOOK U CbeMHBIX KOJIOOK C
pa3bEMaMU ¥ UX Ha3HaYeHUe
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TMP HexypHbIA pewmm
FACT Kopnyc npuBopa 3akpeiT (KoHTaKTE TMP 3aKpeiTh)

TMF i) Peim kondin HH:
FACT €D 1. He seakmioyan naTasms, oTkpEITE KOPNYGC npuBopa

2.1 ipquTcA o USE
TR
|FACT 1. OtkpeiTe kopnyc npubopa (Hapywwre TMP)

2. QBecTouKTE YCTPORCTBD
3. Mopate nuranme
4. Mogeneawtea no USE (gocTyn paspelweH B

Teuennm 10 cexyun)

| Wiegand

BZ | Bysep

[e1] JeneHbiA CBETOOWO

BED | KoaCHsA CRETOQN0.

D11 DATA1

Dol DATAD
QNQ - OUTEHWA CYWTHIBATENA
+12V ]| + nUTaHna cunThiBaTEnA

TMP K 3AB0ACKHM HOBKAM:

|FACT 1. Omepeims kopnyc npuiopa (Hapywwie TMP)

2. 0BecTOMuTS YCTPORCTED

3. YeTaHoBMTL Nepemblky FACT

3. Nopare nuTaxwe

4. Nopowpars 6 Tevenwe 40-50 cexyma. (Mnm, ecnm
MOAKNKYEHBI CYMTRIBATENM, A0XAATLCR 6
KOPOTKMY, JBYKOBEIX CUTHAN0E)
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Ha3HauyeHHe KOHTAKTOB KOHTpoOJIJIepa

KoHTakT Ha3zBanue Ha3nauyeHnue

Z1 Z1
Z2 Z2
Z3 Z3
Z4 74
45 75 KoHTaKTH 1151 TOAKIIOYEeHHS IIIer(oB
Z6 76
Z7 Z7
Z8 78
GND GND
NC1 HopmasnbHO 3aMKHYTHIU
NO1 HopmanbHO pa3oMKHYTHIM KOHTakKTH peje 1
C1 OO1mumit
NC2 HopmasnbHO 3aMKHYTHIU
NO2 HopMmanbHO pa3oMKHYTEIM KOHTaAKT pene 2
C2 OO0
NO3 HopmanbHO pa30MKHYTHII KoHTaxTH perte 3
C3 OO0
NO4 HopMmanbHO pa30MKHYTHIH

. KonTakTh pene 4
C4 OO
1BZ Bysep
1GN 3eJIeHBI CBETOMHUOL,
1RD KpacHBIY CBETOAMON
1D1 Data 1 EannmquHe BLIHOCHOTO cunuThiBaTens 1 (Touka mpoxoma
1D0 Data 0
+12V [Tutanue
GND GND
2BZ Bysep
2GN 3eJIeHbI CBETOONON
2RD KpacHeiii cBeTOOUOL
2D1 Data 1 g)onxn}oqeﬂne BLIHOCHOTO cunuThiBaTens 2 (Touka mpoxoga
2D0 Data 0
+12V [Tutanue
GND GND
A+ RS-485 A+
B- RS-485 B- [Topt RS485, nnsg 6ynylnero uCronb30BaHUS
GND RS-485 GND
E+

[TopkmioueHre BHEITHETO UCTOYHUKA TUTAHUS
GND
ACG AKKyMyJaTOp B HOpMeE
CurHaiel OT UCTOYHUKA IUTAHUS

PWG Cets 220B B HOpME

T™MP Tammep LlaTyuK BCKPHITUS KOPIIyCa



Pa3zseMm USB

Wcnonb3yeTcs ojisi HayalbHOM KOH(MDUTYPAIUU CeTEBBIX

USB mini B USB passem
HaCTpPOeK U 00HOBJIEHHUSI MUKPOIIPOTrPaMMEI

IlepeMbIUuKH
CepBucHbie

e TMP - Tamnep (GaT4uK BCKPBITUSL KOPIIyCa)
e FACT - cOpoc B 3aBOfICKHE YCTaHOBKH

Knonku

e BUT1 - kHOmKa 3ampoca IIpoxofa Ay TOYKU mpoxopa A
e BUT? - kHOMKa 3ampoca Opoxoaa Ojis TOYKH Ipoxomaa B

CBeTO3BYKOBasi HHAUKAIIMS KOHTPO/LIepa
XKenteit cBetomuon - LED:

e eXYPHBIN PEXUM (IIEPUOOUIECKOE MUTAHMUE):

1. 1 KOpOoTKuUii UMITYJILC Pa3 B CEKyHAOY - CBA3b C cepBepoM CKVY]I B HOpMe;
2. 2 KOPOTKUX UMIIyJibCa pa3 B CeKyHAOY - CBA3b C cepBepoM CKY]I oTcyTCcTBYeET

e YaCTOe MHUTaHMe - IPOUCXONUT 3arpy3Ka MaHHBIX C cepBepa
e pPeXUM 3arpy3dyukKa:

1. cBeTOOMO[ BKIIOYEH B TEYEHUE 5 CEKYH] - HETEKTUPOBAHNE BCKPHITUS KOpIlyca (HapylIeHue
TMP), BX0f B peKuM 3arpy3unka

2. 4acToe MUTaHUe - OXUaHNe B pexXuMe 3arpy3duka (ogera nepemeluka FACT), Takke Takas
MHAWKALKS YCTaHaBIUBAETCS IIPU HEYNaYHOU MONBITKe 0OHOBIEHUSI MUKPOIIPOTPaMMBI

3. 6 KOPOTKUX 3BYKOBEIX CUT'HAJIOB - YCIIEIIHas 3arpy3ka MUKPOIIPOrpaMMEbL

4. 2 KOpPOTKUX 3BYKOBBLIX CUTHAJIa - BEIXOM U3 PeXUMa 3arpy3uuka

¢ 6 KOPOTKHUX 3BYKOBBIX CUTHAJIOB (IIpU BCKPHITOM Kopryce (HapyueHHOM TMP) u 3aKOpodyeHHOU
nepeMbiuke FACT) - nmpou3sBeneHn cOpoc B 3aBOACKHE YCTaHOBKHU
Csetomuon Link:

e cBetutcs - Ethernet xabenp ucnpasex

Csetomuon Act.:
* YacTOe MHUTaHUE - IPOUCXOTUT 0OMEH JaHHBIMU
CBeTO3BYKOBasi HHIMKAIIMsI CYMTHIBATE/IeH KOHTPOJI/Iepa

WHpuKauus pekKuMOB JOCTYIIa BHIIOJIHSAETCS C IIOMOIIBI0 CYATHIBATENIe KOHTPoJiepa. [l KaxXagoro
KOHTpOJIJIEpa MOXKeT OBITh BHITIOJTHEHA HHAUBUIyaIbHas HACTPOMKA MHAWKALUY U3 IIPOrPaMMHOI0
obecnieuenusi CKY]II. HacTpoiiku npefcTaBieHb B BUAE TaOIUIEI C KOMOMHAIMSAME 3BYKOBOU 1
CBETOBOM MHOUKAIIUU.



3HauyeHHUs UHIUKAIIHH 110 YMO/JITYaHHIO

Pexum HWHOIUMKaIlHs CYUTHIBaTE/IeH
[ exXypHBIN PeXUM Be3 3ByKa, Muranue KpacHelM 1 pa3 B CEKyHAY
Kontpons PIN-Kopa BkitoueH be3 3ByKa, MUTaHUE KpaCHBIN-3e/IeHbll 1 pa3 B CEKyHOY
CBoOOmHEIN TPOX0T Be3 3ByKa, MUTraHNe 3eJIeHBIU-KeNTEU 1 pa3 B CEKyHOY
BrnokupoBka bBe3 3ByKa, MUTraHue KpacHBIM-KeThM 1 pa3 B CEKyHAY
Tpesora be3 3ByKa, KpaCHBIM HEIIPEPLIBHO
Perucrparusa Be3 3ByKa, Muranue 3ejeHb 1 pa3 B CEKYHOY
WHunnuanuzanus Be3 3Byka, 6€3 CBeTOBOM MHAWKALUU
3arpys3ka Be3 3ByKa, KpaCHbII HEIIPEPHIBHO
Oxwupanue BBoma PIN-koma  be3 3Byka, MuUranue xXenTelii 1 pa3 B CEKyHAY
HocTyn pa3peluex Be3 3ByKa, 3eJIeHBI HEIIPEPLIBHO
Hoctyn 3anpelies 3BYK HEIIPEPHIBHO, KPACHBIY HEIIPEPBIBHO

Pabora KOHTpO/IIIEpa

KoHTpomIeps! MOCTaBNSAIOTCS B He3arpyKeHHOM COCTOSIHHHY, B 3aBOJICKMX HacTpouKax. B aToM
COCTOSTHUM JKEJITHIM CBETOAUO] Ha KOHTpoJnepe Muraet 1 pa3 B cekyHay. [y1st paGoTel KOHTpOJIIEpa
B CKY]I HeoOXonuMOo 3arpy3uTh B HETO CETEBbIE HACTPOUKY C TIOMOIIBIO IIPOTPaMMEL
"Konguryparop".

BuumaHue! HacmoamenvHO pekoMeHOyeM yCmaHoB8UMb HA 8Ce 8Xx00bl KOHMPOA1epa pe3ucmopul (u3
Komniekma).

[Tocne 3arpy3ku HaCTpPOeK B KOHTPOJIIED, U IIPU YCJIOBUU He HapYIIEeHHEIX BXOI0B, KOHTPOJLIED
TIEPeXOOUT B pexkuM "[eKypHBIH".

C6poc KOHTpOJIIEPA B HE3aTPYKEHHOE COCTOSTHHE MMPOU3BOAUTCS TOJTBKO KOMAHION C KOMITBIOTEDA,
CM. HHCTPYKIIHIO 10 TPOTrPAaMMHUPOBAHUIO.

KoHTposiep MOXKeT ynpaBisaTh OBYMs He3aBAUCUMEIMU TOYKaMU IIpoXofa. To4yka mpoxona MOXKeT

HaXOOUTHCA B YeThIpeX pexuMax: "[lexypHb", pexum "Tpesora", pexxum "biokupoBka" u
BoOOIHEIM ITpoxon". CaMbIll BLICOKUYM IPUOPUTET exxrMa "CBOOOOHEIN NPoXoa", TaK KaK 3TOT

"CB00 C CBob

PeXuM BKJII0YaeTCs B CIydae Ioxapa, 3aTeM UAYT pexkuMsl "biokuposka", "Tpesora" u

"[JeXKypHBIH".

"[MeXypHBIH" PEeKUM

I eXypHBIN PEKUM - 9TO OCHOBHOM peKUM pPabOTH KOHTPOJIJIepa. B aToM pexkuMe KOHTPOJIIED
IIPENOCTABIISIET UM OTKA3BIBAET B JOCTYIIE BIafie/ibllaM UAeHTU(DHUKATOPOB.

HpOXOI[ IIPH nMpeabsiBJICHHUH I/II[eHTI/I(l)I/IKaTOPa

IInsi mpoxoma Yepe3 [Beph I0JIb30BATEIh IMIOOHOCUT OECKOHTAKTHRIN UAEHTU(PUKATODP K CYUTHIBATEITIO.
Ecnu upeHTH(GUKATOP 3apETUCTPUPOBAH U B TaHHOE BPEMS ITPOXO[] Pa3pelleH, TO IBEPh
OTKpPBIBAETCS (KOHTPOJIJIEP aKTUBUPYET UCIOTHUTEIIbHBIM MEXaHU3M).

ITpoxox nmpu npeabsaBineHun ugeHtudpukaropa u PIN koma

[Tocne mpenbsiBIIeHUS 3aPETUCTPUPOBAHHOT0 UAeHTU(HUKATOPA KOHTPOJIIED IIPOBEPSIET, TpebyeTcs



nu BBo# PIN Koma u, ecnu TpebyeTcsi, TO BKIIo4aeTcs oxumganue BBoma PIN koma. ITocne BBoma
npaBunbHOro PIN Kofja OTKpBEIBAeTCS TOUKY MPOX0fa (AaKTUBUPYETCS UCIOTHUTEIIbHBEI MEXaHU3M).

IIpoxoa mo KHONMKE 3ampoca mpoxoaa (IUCTAaHIIHOHHOTO OTKPBLITHSI TBEPH)

Brixop 13 moMeleHus: C OMHOCTOPOHHE! TOYKOW IIPOXOAa UM MPOIMYCK IIOCETUTETIEN IPOUCXOOUT C
MCIIOJIb30BaHKEM KHOIIKM 3ampoca npoxoaa. HaxkaTue u OTIyCKaHMe KHOIIKK 3aIlpoca IIpoxona
OTKPHIBA€T TOUYKY IIPOX0fa (aKTUBUPYETCS MUCIIOIHUTEIbHEIN MeXaHNu3M).

OTKa3 B IOCTyINe NPH NpeIbsB/IeHHH HIeHTH(GHKaTOpa
Brnapenbiy uneHTHPUKaTOpPa MOXKET OBITH OTKa3aHO B IOCTYIIE II0 CIEAYIOIIUM IPUYNHAM:

e KOHTPOJIJIEP HAaXOOUTCS B He3arpy2KeHHOM COCTOSHUU

e UOEeHTU(DUKATOP He 3apEeTUCTPUPOBAH B KOHTPOJLIEPE

* CPOK [EeNCTBUS UOEeHTU(PUKATOPa UCTEK

e B JaHHOE BpeMs U/UJIU [eHb He[leJId JOCTYI 3alpelleH

e IIONIBITKA IIOBTOPHOTO MPOXOAa MpU BKII0YeHHOU GyHKIMYU "Antipassback”

e IIpedbsBlIeH UOeHTU(PUKATOD, 3aPErUCTPUPOBAaHHBIM KaK YTePSHHBIA UIN

¢ KOHTPOJINIEP HAXOOUTCS B pexume "Tpesora"

e KOHTPOJIJIEP HAXOOUTCA B pexuMe "BrIoKupoBka"

* CPOK Hauaja OelCTBHUS BPEMEHHOTr0 ufeHTHU(UKATOpa ellle He HaCTYIU

e JiCYepIlaH CYETYMK IIPOXOMIO0B [JIsI BpDEMEHHOT0 UAeHTU(PUKaTopa (MOeHTU(PUKATOD
IIOCETUTEeIS).

Pexum "TpeBora"

Touka mpoxofia MepexonuT B pexumM "TpeBora" mpu HECAaHKIIMOHUPOBAHHOM IIPOXofe (B3710M
IIPOXO0fia), BCKPEITUM KOpIIyca KOHTPOJIIepa, IpebsaBIeHUN UAeHTU(UKATOPA, 3allMCaHHOT0 KaK
YTEPSHHEBIY, B ClIy4ae eCJIM OBePb OTKPHITA CIUIIKOM OOJITO (IIPEBHIIIEHO BpeMs OTKPBEITOTO
COCTOSIHUS IBEPH) U, ECJIU BKJIIOYEHA COOTBETCTBYIOIIAs QYHKIMS, B ClIydae mogbopa
uneHTA(uKaTopa. B pexume "TpeBora" KOHTPOJIED aKTUBUPYET BHIXOIHl, Ha3HAUEHHBIE KakK
TPEBOT'A u CUPEHA. TpeBOXHEIM BEIXOO OCTAETCSI aKTUBUPOBAHHEIM [I0 BRIK/IIOUEHHUS PeXKMMa
"Tpesora", a myis BeIX0ona, Ha3HayeHHOro Kak CUPEHA, nporpaMMupyeTcss BpeMs 3By4aHUs CUPEHEL.
Ecnu Toyka npoxofa HaXO#UTCS B pexkrMe "TpeBora”, To Ipoxof Yepe3 Hero 3a00KupoBaH. [IBephb
MOKeT OBITh OTKPBITA HaXKaTHEM KHOIIKY 3allpoca Ha BHIXO[I. BHIKITIOUUTDL pexuM "TpeBora" MOKHO
IpeabsBlIeHHEeM HOeHTH(PUKaTOpa, UMEIIero npu3Hak "CHATHe TPEeBOTU" U 110 KOMaH[e C
KOMIIbIOTEDPA.

PexuMm "CBOOOTHBIN MpoOxon"

[Tpu skcnnyatanuu CKY] OpIBAIOT CUTYaIlMH, KOTra HeoOX0OMMO OTKPHITh IBEPH [IJIsT CBOOOIHOTO
IIpOXO0[ia JII0fiel, HallpuMep B ClIydae Ioxapa, 3eMIeTPSICEHUS WA APYIoi 9KCTpeMaJlbHOU
cuTyaluu. [I71g 3TOT0 caydasi B KOHTPOJIJIepe IpeaycMoTpeH pexuM "Cobomukbii mpoxon". Touka
IIPOX0fa IepexonuT B pexuM "CBOOOHEIN MPOXOA" 1T0 KOMaH/ie ollepaTopa ¢ KOMIIbIOTEPA WX
HapyIeHueM mteiidpa, HasHadenHoro kak CBOBOIHBIN [TPOXOI. Touka Ipoxofa 0CTaeTcs B
pexuMe "CBOOOIHBIN MPOXOA" M0 TeX IIOP, TOKa HapYIIeH Ieid CBOBOIIHBIN ITPOXO]I (ecru
el HapylleH, OTMEHUTh COCTOSTHUE CBOBOIHBIN ITPOXO]I mo KOMaH/e OIepaTopa Hejlb3s).

Konmpoanep noseossem Hacmpoums wiaelih Ha pyHkyuro CBOFOIHBIH ITPOXOIT 045 mouku
npoxoda A, B uau 015 08yx mouek emecme (A+B).

B TeueHue Bcero BpeMeHH, MOKa TOYKA IIPOXOMa HaXOmUTCs B pexumMe "CBOOOIHEBIN IPOXOM", 3aMOK



yOepKHUBAETCS B OTKPHITOM COCTOSTHUU, KOHTPOJIIEP PETUCTPUPYET MPEIbSIBIEHNE
UoeHTU(PUKATOPOB, BBOI KOJOB ¥ COXPAHSET IT0 HUM B KYPHAJ COOLITHE «I[OCTYII MPeIOCTaBIIeH»,
HEe3aBUCHUMO OT COCTOSIHUSA antipassback, pacnucanus u T.4. 9TO UCIONB3YeTCS AT KOHTPOJIS
HaJIMYUS TTepPCOHasla B MIOMEIEHUSX B Cllydae 9KCTPeMaJIbHOM cuTyaluu. [ obecreyeHus: pexkruma
CcBOOOMIHOTO MTPOX0fia IIPU UCIIOJIb30BAaHUM 3aMAPAOIIAX YCTPOUCTB C MEXaHUYECKUM I1EPEB3BOIOM
00s13aTeIbHO HYy2KHO KOHTPOJIMPOBATh COCTOSIHUE ABEPH. 3alupalollrie YCTPOMCTBa C MEXaHNYEeCKUM
IIePeB3BOOM OTIMPAIOTCS UMITYJILCOM TOKa M OCTAIOTCS B OTIIEPTOM COCTOSIHWY, I0OKa OBEPDb HE
OymeT OTKpBITA, B MOMEHT 3aKPHITHS JBEPU 3aIKpaollee YCTPOMUCTBO IIEPEXOOUT B 3aKPHITOE
cocrostHue. KoHTposep B pexume "CBOOOIHEBIN IPOXON" IPOBEPSIET COCTOSHIE IBEPHOI0 KOHTAKTa
¥ [IOCJIe KaXI0r0 3aKPHITHUS IBEPHU OMAThH IOJAET OTIHPAIOIINY UMIIYJIbC HAa 3aMOK.

ITpu pabome KoHmMpoasepa 6e3 08epHO20 KOHMAKmMa (2epKoHa) ucno/1b308aHuUe Muna 8bixood
«UMNYAbCHBIU» 051 OMNUPAHUSA 3AMKA KpaliHe He peKkoMeHOo8aHo. Peacum "Ce80600HbIl npoxod" 8
0aHHOM cayuyae He Bydem pabomamb KOPPeKmHo - omnepems 0gepu 6e3 noOHeceHu s
udeHmupukamopa He803MOX}CHO.

Pexum "bi1okupoBka"

[Tpu BO3HMKHOBEHUHU CUTyaluu, TpeOyrolel 3a610KUPOBaTh OBEPH [JIT BCEX MOJTb30BaTEIEN
CHUCTEMB], B KOHTPOJIJIEPE BKIII0O4YaeTcs pexkuM "briokupoBka". Eciu Touka Mpoxofa HaXOOUTCS B
pexuMe "BrnokupoBka", TO IPOX0[d Yepe3 Hero pa3peliaeTcs TOIbKO BiafelbllaM UIeHTU(hHUKATOPOB
¢ mpu3HakoM "Criyxk06a 6e3omacHocT". [IBeph HE MOXKET OBITh OTKPHITA HaxKaTHEM KHOIIKM 3aIpoca
Ha BeIXO[. TouKa mpoxofa MepexoauT B pexuM "BIoKUPOBKa' 110 KOMaHfIe ollepaTtopa ¢ KOMIbIOTepa
uny HapymeHuneM nuierida, HasdHaueHHOro Kak BJIOKMPOBKA. Touyka IIpoxofja 0CTaeTCs B PeXXUMe
"BriokupoBKa" [0 Tex mop, noka HapymeH nuieiip BJIOKMPOBKA (ecnu mielid HapyIleH, OTMEHUTH
cocrossaue BJIOKMPOBKA no KkomaH[ie oniepaTopa Helb3s).

Konmpoaaep no3goasiem Hacmpoumb waetigp Ha pyHkyuto BIIOKHPOBKA 045 mouku npoxooda A,
012 mouku npoxoda B, uau 0a4a 08yx mouek emecme (A+B).

CBOMCTBa HIEHTH(PHUKATOPOB

Kon (3/IeKTPpOHHBIN KOJ HaeHTHGHUKaTopa) - Kaxwiit noeHTHGUKATOP UMEeeT CBON YHUKATbHBIHN
KOJI, KOTOPHIM 3aflaeTcst BO BPpeMSI ee u3rotoByeHus. Coctout u3 10 mecTHaAaTEePUYHBIX ITUDP.

PIN-Kof - [[omOTHUTEIBbHEIA KO/, Ha3HAUYeHHBIN UAeHTH(PUKATOPY. [JoIKeH COCTOSATh He Oojiee 4yeM
U3 IIEeCTU AECATUYHLIX IIu(pp. MoXKeT UCIIOIb30BaTLCI COBMECTHO CO CUUTHIBATENISIMH, KOTOPLIE
MMeIOT BCTPOEHHYIO KilaBuartypy. Ilocne nogHeceHus uaeHTA(PUKATOPa K CYUTHIBATENIO, Ha
BCTPOEHHOM KJIaBUAType CUUTHIBaTeNsl HeoOxonumo BBecTy PIN-Ko 1 HaxkaTh KHONKY «#». Eciu
BBefieH BepHbIM PIN-KOMI, TO KOHTPOJLIED OTONIPET OBEPh U IIPENOCTaBUT HOCTYII. B IpOTUBHOM
ClIy4ae KOHTPOJIJIEDP BBIOACT MPEAyIpPeX Aol CUTHAJ, B XKypHasie OyoeT 3aperucTpUpOBaHO
cobriTrie «HeBepHbii PIN-Kof», a IBepbh OCTAHETCS 3alepTOM.

CpoK [eHMCTBHS - [laTa KCTEUEeHUs CPOKa OeHCTBUS UIeHTH(UKATOPA.

CHsiTHEe TPEeBOrH - [Ipy ogHECEHNH TaKOT0 UAeHTU(GUKATOPa K CYUTHIBATEIIIO0 IBEPU, HaXOAAIIencs
B TPEBOKHOM COCTOSTHUM, KOHTPOJITIEP PETUCTPUPYET CoOuTHE «3aBepineHue cocTtogsHus TPEBOTA»
U IePEeBOJOUT OBEPD B NEXKYPHOE COCTOSIHUE. ECNY XKe K CYNTHIBaTENI0 TONHECTH UOEHTU(PUKATOD, HE
MMeEIOIIero IIpaBa CHATUS TPEBOT'HU, TO BEPh OCTAHETCS B TOM Ke COCTOSIHUY, a B XypHalle
peructpupyetcs cobuiTue «IIpoxon 3anpeineH. Coctosiirie TPEBOTA».



Cnyxk0a 6e30macHOCTH - [IpaBo mpoxofa yepe3 3a0I0KMpOBaHHbIe iBepHu. Eciiu 1Beph HaXOIUTCS B
cocTossHUY «BIIOKMPOBKa», TO MOgHECeHNEe 0OBIYHOT0 UieHTU(HUKATOPA IPUBOOUT K PETUCTpalluu
cobrrtus «ITpoxon 3anpemnieH. Coctostaue BJIOKMPOBKA». [Tpu nogHeceHuu ugeHTHGUKaTOPA C
atpubytoM «Cnyx0a 6e30macHOCTH» KOHTPOJIJIEP IPEIOCTaBUT AOCTYI U 3aPETUCTPUPYET COOLITHE
«IIpoxon pa3pemieH. Coctossaue BJIOKMPOBKA».

VIP - [IpaBo npoxofa Bceraa u Be3fe, KpoMe ciiydasi, KOrfa OBepb HaXOAUTCS B COCTOSTHUU
61mokupoBKU. meHTH(OUKATOPY C 9TUM IIPU3HAKOM MOXKeT OBITh Ha3HaueHo Jii00oe pacnucaHue, Ha
Hero He pacnpocTpaHsieTcsa Antipassback v orpanudenue cpoka gerctBus. OH MOXKET UMETh IUHKO]I.
Ecnu oBeph HAXOOUTCST B COCTOSTHUYU «BIIOKHPOBKA», TO UOEHTU(DUKATOPY C 9TUM ITPU3HAKOM
KOHTPOJIJIEP He IIpefoCTaBsgeT OOCTYII.

Antipassback orknrouen - [IpaBo nmpoxona 6e3 yueTa pexuma antipassback. [Joctyn Takomy
uneHTruKaTopy OymeT MpefoCTaBleH He3aBUCUMO OT HallpaBlIeHUs MPeIbITYLIEro IIPOXo/ia, HO C
y4eTOM Ha3HaYEeHHOTO paClIUCaHus U APYTUX IPU3HAKOB, HA3HaYEHHBIX UAEHTU(PUKATODY.

BapHaHTLI HCIIOJIB30BaHHUA H PEKUMBbI pGGOTBI BBIX010B

Bce BHIXOOBEI KOHTPOJIIEPA MOTYT OBITH B IPOU3BOJILHOM TOPSAKE 3allpOrpaMMUPOBaHbl Ha HECKOJIBKO
BapHaHTOB MCIIOIb30BaHHU: 3aMOK, CHpeHa, TPeBOra, IporpaMMUPYyEMBIX BBIXOA. Kpome TOro s
KaX[IOTO BBIXOMA ITPOTPAMMUPYETCS PeXUM PabOoTh: CTapPT-CTOM (BBIXOI OCTAETCSI aKTUBUPOBAHHBIM
IIOKa IIPUCYTCTBYET COOTBETCTBYIOIIAs KOMaH/a, HallpuMep B TeYeHNe BCETO BpeMeHH II0Ka
KOHTPOJIJIEP HaXOOUTCS B pexuMe “TpeBora”), UMIYJIbCHBEIY (BHIXO[ aKTUBUPYETCS Ha
3arnporpaMMUpPOBAHHOE BPeMs), TPUTTEPHBIH (110 TIEPBOMY COOBITHIO BEIXOM aKTUBUPYETCS TI0
CIIeAyI0IIEMY BBHIKTIOYAETCS U T.[.), HEIIPEPhIBHBIN.

PabGoTa KOMMyHHKaTOpa

Koutpomnnep ProxWay PW-400 pa6oTaeT B aBTOMaTH4eCKOM pexuMe. ITociie 3arpy3Ku TaHHHIX C
cepBepa BHIIIOJHSIETCS 0TPa00TKa MPaBUJI NOCTYIIA IJIS IPeIbIBISEMbIX HIeHTU(HUKATOPOB U
M3BEILeHNS 0 COOBITUSIX JOCTYIIAa OTIIPABISAIOTCS Ha cepBep. KoMMyHUKaTOp KOHTpOJIepa paboTaeT B
pexuMe HOTH(DUKAINY, TO €CTh IIPU HaJIUYKUU COOBITUSA (TPOX0[], HapylleH!e 30Hb) UHUIIUUPYETCS
nepenayda gaHHbx Ha cepBep CKY]I. Kontponnep ProxWay PW-400 moxkeT OBITh TOTKIIOUEH K
KOMIILIOTEPHOM ceTH nu00 C MOMOIILI0 TpoBomHOro coequuenus (Ethernet). [Ipu sTom
obecreyrnBaeTCs Kak padoTa BHYTPHU JIOKAJIbHOW CETH MPEOIPUsITUS, TaK U 4yepe3 ceTb HTepHeT,
YTO IT03BOJISIET CTPOUTH paclpenelieHHbIe CUCTEMEL JOCTYTIa 1000ro Maciurada.

s
o %

PW-400 Pw-400 PW-400 Cepsep CKY[
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®unwuan 1

PoyTtep
PW-400

®unwuan 2

WHTEPHET

%- PoyTep

Cepeep CKYQ

PW-400

Punwan 4

PoyTep
PW-400

ITpu nocmpoeHuu obwetll cemu yeHmMpasabHo20 opuca u puauanos 0151 00NOAHUMEAbHOU 3auLumbl
pexkomeHOyemcs ucnoab3osams VPN mexHo02uu, a 015 obecneyeHus pe3epesuposaHus KaHa/n108
€853U - poymepbl ¢ 08yMA PA3HOPOOHbLIMU KaHasamu docmyna 8 HHmepHem.

AJIropuT™M paGoThI BHYTPH JIOKA/IbHOH CETH

1. Tlocne BK/IIOYEHU ST KOHTPOJIJIePa, BEIIOIHAETCS IPOBEPKA, BKIII04YeH i pexuM DHCP (IP
agpec npubopa 0.0.0.0), unu mpubop monyuun ctatudeckuut [P agpec;

2. Ecnu BkmoyeH pexuM DHCP, OymeT 3anyliieHa Ipoliefiypa AMHAMUUECKOT0 Ha3HaueHus [P
agpeca;

3. Tlepuoguueckoe oO6HOBNEHKE cTaTyca IP ampeca (mponneHune 3ape3epBupoBaHHoro IP, ecmu

BKioueH pexum DHCP);

Omnpepnenenue poctynHocTtu cepBepa CKY]II u kouTposnepa PW A (o IP unu DNS umenn);

[Tepuoguueckasi OTIIpaBKa TECTOBBEIX CUTHAJIOB;

OTnpaBKa KW3BeIleHu 0 COOBITHSIX OOCTYIIa;

OxupaHue KOMaHI;

No e

AJII‘OpHTM paGOTLI qepe3 ceTb HHTepHeT (J'IOKaJ'IBHaﬂ IPoOBOOHAN CeTL)

1. Tlocne BK/IIOYEHUS KOHTPOJIJIEPa, BEIIOIHAETCS IPOBEPKA, BKIIOYeH i pexxuM DHCP (IP
agpec npubopa 0.0.0.0), umu mpubop monyuun ctatudeckuit I[P agpec;

2. Ecmu BkmouyeH pexuM DHCP, GymeT 3anylieHa Ipolefypa fMHaMUYeCKOro Ha3HaueHus [P
agpeca;

3. Tlepuoguyeckoe o6HOBIEHUE cTaTyca IP afipeca (mponjeHre 3ape3epBupoBaHHoro [P, ecnu
BKito4eH pexum DHCP);

4. OmpepneneHue BO3MOXHOCTH Bhixofa B MHTepHET (MocTynmHOCTD [P afipecoB MapIipyTU3aToOpPOB);
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Onpepenenue goctynHocTy cepBepa CKY]I u kornTponnepa PW-IC A (o IP unu DNS umenn);
[Tepuoguueckas OTIIpaBKa TECTOBBLIX CUTHAJIOB;

OTnpaBKa U3BeIeHUu 0 COOBITHSIX HOCTYIIA;

OxXupgaHue KOMaH[I;

[Tpu cboe - mepexon KO BTOPOMY 3afiaHHOMY [P agpecy mMapIiipyTu3aTopa

Lo,

ABTOKOH(}HUTYpalHsi KOHTPO/UIEPOB B OTHOPAHT OBOM CETH

Hcnonb30BaHue CETEBOU CYIIECTBYOLIEN NHPPACTPYKTYPHI, CTaHAAPTHBEIX CETEBLIX IIPOTOKOJIOB
(manpumep, DHCP) mo3Bonunu peaan30BaTh IPUHITUI "MOTKIIOYNI U paboTaemb". Pexxum
aBTOKOH(GUTYpPAINK afipeca CepBepa B yCTPOMCTBAX 3HAUUTENIbHO 00J1eryaeT pa3BepTHIBAHLE
CHCTEeMEI KOHTPOJISA AOCTYIIaA.
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ABTOKOH(pHUTrYpaIus apecoB cepBepa

e [Tocne BKIIIOUEHUS KOHTPOJIIEPA, BHIIIOJIHAETCS [IPOBEePKa, BKItoueH 1y pexxum DHCP (IP
agpec npubopa 0.0.0.0), unu mpubop monyuun ctatudeckuut [P agpec;

e Ecnu BkitoueH pexxuMm DHCP, GymeT 3amyiieHa Ipoleaypa oUHaMU4eCcKoro Ha3HayeHus 1P
anmpeca;

e Ecnu He 3apmaH agpec cepBepa CKVY]I (IP unu DNS ums), BKII0O4aeTCs PeXKUAM
aBTOKOH(UTypaluu KOHTPOIIepa:
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1. TIpuGop BHITIONHSIET PACCHIIKY IAKETOB MaHHBIX, onoBematomux cepeep CKV]I o cebe Kak o
HOBOM YCTPOMCTBE B JTIOKAJIbHOU CETH.

Xoms 0aHHasA paccelika wupoKoseu,ameibHas, HO OHA 02PdHUYeHd 00HOPAH20801 10KAAbHOU
cemvio, U AKMUBHbIM cemesbiM 0bopydosaHuem. IToamomy 011 cemell €O CA0HCHOU monosao2uell IP
adpeca cepsepa CKY]I 3a0aromcsa 8py4HYio.

1. Ilpu mony4yeHuu nakeTa JaHHBIX OT HOBOTO NpuOopa OlepaTopy CUCTeME OyeT BbIOaHO
omoBelieHue. [lanee omepaTop OOJKeH No0aBUTh Mpubop B 6a3y maHHBIX (B]I).

2. Tlocne goGaBnenus ycrpoiictBa B B]I mpubop moydaeT makeT ¢ 0TBeTOM 0T cepBepa CKV]I.
WMHunuanusupyeTcs 3anuch agpeca cepBepa B HAaCTPOUMKU KOHTPOJIJIEpa U IIpeKpalaeTcs
IMUPOKOBeIIaTeIbHAS PaCCHIIKa.

3. Tlocne HacTpoOUKY MapaMeTPOB KOHTPosuiepa B Bl omepaTop OOJIKEH BHIIOIHUTH 3aTPy3Ky
yctpoiicTBa. [Ipubop 6ymet cBsizaH ¢ maHHOoU CKVY]I, 4TO UCKITIOYUT BO3IMOXKHOCTD IlepexBaTa
yIIpaBlIeHUS.

Imobbl omMmeHUmMb NpuBs3Ky KOHMpoaiepd, e2o caedyem coOpocums K 3a800CKUM HACMPOUKAM.

1. B ciyyae cMeHBI agpeca cepBepa, YCTPONCTBO IIOBTOPHO BBIITOTHUT aBTOKOH(DUTYPAIINIO, HO
oOMeH maHHBIMU OyHeT Bo3MoxkeH ToinbKo co CKY]I, K KoTopoii Ol IpuBsS3aH mpubop.

I'no6ansHbIM antipassback

Koutpomnnep ProxWay PW 400 moxeT paboTaTh B cOCTaBe CUCTEMHI ri100anbHOro antipassback. B
TAKOM CJIy4ae TJIaBHbIM KOHTpoJIep cepul PW A oTclieXkrBaeT MEeCTOIOJI0KEHNE IIEPCOHEL TT0 GaKTy
€€ TIPoXofia Yepes [IBepH, NojTydas faHHbEle 0T KOHTposiepos cepuu PW 400.0cHoBOM paboTH
rimobanbHOTO antipassback sBnsetcs 3oHHEINM antipassback. [ToMmelernre 06beKTa pa3meneHo Ha
KOMHATHI - 30HBI IOCTYMa. [Ipy TakKOM [eJleHuu BXO[ B IPYTYI0 30HY - BRIXOM U3 Npensiayed. IIpoxon
B 30HY BO3MOXKEH 4Yepe3 pa3nuuHble aBepu. KouTpomnep antipassback otrcrnexuBaet nepemenienne
COTPYIHUKOB U3 30HHI B 30HY, II0JTy4as faHHbIE OT KOHTPOJIJIEPOB OCTYyIa. [Ipu 3TOM
OTCJIEKHMBAETCSI MECTOTIOJIOKEHNE ITEPCOHBI, Y KOTOPOM MOXKeT OBITh HECKOIbKO UAEHTU(PUKATOPOB.

Vi3HauanbHO COTPYOHUK (MepcoHa) uMeeT mojiokeHne «He onpeneneHo» U TOIBKO IIOCJIE IEPBOTO
IOHECEHUS UIeHTU(PUKATOPA K CUUTHIBATENIO0 €T0 MECTOII0I0XKEeHNEe PUKCAPYETCS KOHTPOJIIIEPOM
PW A. MecrtononoxeHnue «He onpeneneHo» IpucBauBaeTCs IIPU PETUCTPALIAU HOBOT'O COTPYAHUKA,
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nmu0o mocie KOMaHIEI OTIiepaTopa CHCTEMEL <<06H.[I/Iﬁ C6p0C MECTOIIOJIOZKEHUA» .

C moMo1pi0 CUCTeMEI T1106anbHoro antipasshback Bo3MoXKHO IpecedyeHne MOBTOPHOTO IIPOXO0/ia,
HCII0Th30BaHUS NyOIMKATOB HOEHTH(PUKATOPOB, TPOHMNKHOBEHUS (HEOXKHUIAHHOE MTOSIBIEHUE BHYTPH),
nmepefayy uoeHTU(GUKATOpa APYTUM JIULAM U T.H.

oy sanpeaes
PO NOBTORRD NPOEYA 10 Touy
e woexmwranony ¢ om0 8 30 |

B cnyuae notepwu cBsi3u ¢ KoHTpouiepom CKY]I, B3moma gBepH, rmepexofia fABepu B CBOOOIHEIN
IIPOXOQ U T.NI. KOHTpoJIIep antipassback o0nenuHseT 30HE HOCTYIIA B ONHY, CUKTas, YTO ITepPCOHAN
MOZKeT HaXOAUTLCS U TaM U TaM. [10 BOCCTaHOBJIEHHUIO JBEPU UJIX CBA3U C KOHTPOJLJIEPOM - 30HHI
pasbenuHATCSI. PaKTHYEeCKOe MEeCTOIOJI0KEeHNE IIepCOHalla B HUX OIIPeNesaeTcs 10
IIOC/IeAyIoIeMy IOOHECEHUI0 UAeHTU(PUKATOPa K CIUTHIBATEITIO.
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(B00gpbif nporoy,
3082 1 12 00bexHeHb

[Tpu motepe cBs3u ¢ KoHTpoiiepoM PW A KoHTponneps foctyna ProxWay cepuu PW 400. moryT
OBITH HACTPOEHH! Ha [IBA BapHaHTa IOBEIeHUS:

e Hukoro He myckath
e JIyckaTh COTJIaCHO HaHHBIX O IOJI0XKEHUH IIePCOHHI A1 JT0KanbHoro antipasshack

TpebdoBaHHUs K HACTPOHKe KOHTpo/Uiepa ProxWay PW A
- KouTponnep momxkeH uMeTh CTaTUuuecKuit (pukcupoBanHsiit) IP ampec
TpeGoBaHHUs K HAaCTPOHKe KOHTPO/UIepoB ProxWay cepuu PW 400.

- B rmo6ansHOM antipassback y4acTBYIOT TOIBKO KOHTPOJIJIEPH! C IBYCTOPOHHUMHY [IBEPSIMU (BXOM U
BBLIXOI 110 IIPEebSIBIIEHNIO0 UIEeHTU(PUKATOPA)

- [lepBriM agpecoM cepBepa CKY]] B HacTpoiikax KOMMYHUKaIMK pubopa KomkeH ObITh YKa3aH
ampec KoMmbioTepa ¢ cepBepHbM [10 PW-WEB

- Bropsim appecoM cepBepa CKY] B HacTpoiiKax KOMMyHUKalUuy mpubopa [oKeH ObITh yKa3aH
ampec KoHTpomnepa PW A

- B TIO PW-WEB pmns mBepu monxkeH ObITh BKITIOUEH pexXuM antipassback "O6uruit"

- B IIO PW-WEB KOHTpOJIIEpPY JOCTYIIa H0IKeH ObITh YKa3aH BeOYIIHi KOHTPOJIIep aHTUAYOIs U
peakuus Ha IIOTePI0 CBSI3U C HUM.

Koutpomnnepsr ProxWay cepuu PW 400 BBEITOTHSIOT OTIIPABKY U3BEIIEHUHM 0 COOBITUSAX HOCTYIIA 10
IOBYM afipecaM OfHOBpeMeHHO. I1epBeiit ampec - cepBep CKY]I, mist oToOpaxkeHus U XpaHEHUS
cobwiTuit B B]I mporpamMmel. BTopoit agpec - KoHTposnep PW A, oTnpaBmsiomuii B 0TBET KOMaHAy Ha
3anpet b0 MpenocTaBiIeHNe NOCTYyIIa.

ITocae npedvsigneHus udeHmugpukamopa 3adepaitcka Ha npedocmasneHue aubo omkas 8 docmyne
Modcem cocmasnsims 00 1 cekyHObl 8 3a8UCUMOCMU OM MONO/102UU U NPONYCKHOU cnocobHocmu
KoMmnblomepHotl cemu
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ITopsimok padoOThI C YCTPOHCTBOM

ITopsAmOK NMOOK/II0YEeHUSA

—_

11.
12.
13.
14.

15.

PO W

. Ilepen ycTaHOBKO IPOU3BEeIUTE HaYaIbHYI0 HACTPOUKY (@ UMEHHO 3alaiTe ITlapaMeTph

CeTeBBIX HaCTPOEK) KOHTPOJIIepa C moMoIbio yTunuTH "Kordurypatop" yepe3 USB nopt
B MecTe yCcTaHOBKY KOHTDPOJUIEPA BHIIIOJIHUTE IIOATOTOBKY - pa3MeThTe U IPOCBEPIIUTE
oTBepcTud (cM. PekoMeHgamuu mo MOHTaxy)

[Tpu HeOOXOAMMOCTH BHIIIOTHUTE MTOABOAKY Kabens oT 6710Ka IUTaHUS

BrimonHUTE MOABOAKY Kabelsi OT MCIOTHUTEILHEIX YCTPOUCTB (3aMKa)

YcTaHOBUTE BEHIHOCHbBIE CUMTHIBATEIU U BEIIIOJIHUTE MTOMIBOMIKY UX Kabene

BrinonHUTE NOABOAKY MINIEU(POB OT TaTINKOB / KHOIIOK

BrimonuuTte mopaBoaky Kabenst Ethernet

BrinmonHuTE YKIaAKy MOHTaXXHEIX Kabesel B CTeHe

YcTaHOBUTE U 3aKpEINUTe KOPILYC KOHTPOJIIEPa,

BrIMOTHUTE KOMMYTaIKIO TPOBOMIOB 610Ka MUTAHUS, 3aMKa, CYUTHIBATEIS, BXOJOB
KOHTpOJIJIepa CO mei(aMy B COOTBETCTBUM C Pa3felaMy, IPUBENEeHHBIMYU HUXKE
OcymecTBuTe nogkmouenre kabenst Ethernet B pazrem

3aKpouTe KPHIIIKY U 3apUKCAPYUTE BUHTOM

[TopkmiouuTte B I10 CKV] KoHTpOIep (B cooTBeTCcTBUU C nHCTpyKnuen CKY]I)

C momompio I1O CKV]I BEIOHUTE MOJIHYIO 3arPy3Ky (HACTPOUKHU BXOZOB, BEIXOZIOB,
pacnucaHuii, ugeHTu(HUKaTOPOB U T.[.) KOHTPOJIIEepa.

YcTpoiicTBO TOTOBO K paboTe

PekoMeHIalIuM IO MOHTAXKYy

Pa3meraTh KOHTPOJIJIEP CIEAYET B MECTe, IOCTYITHOM IJIsi 00CiyKuBaHus. [[719 yCTaHOBKU
KoHTpoyiepa PW-400 EU, PW-400 EU v.2, PW-400 AC Ha cTeHe HEOOXOAMMO BHITIOJIHUTD CIIeAyIOIIre
OEeNCTBUS:

e OTKPO#TE KPHIIIKY KOPIIyCa, IIPUIOKUTE KOPITYC K MpefnogaraeMoMy MeCTy KPeIlJIeHUs U

BBHITIOJIHUTE Pa3MeTKy OTBEPCTHUH;

e MIPOIIYCTHUTE IIPOBOMA B OTBEPCTHUS B CTEHKE KOPIIYCa;
* 3aKpemnuTe KOPIyC KOHTPOJIepa
e BRITIOJTHUTE MOIKITIOYEHKE IIPOBOIOB.

ITogkaoyeHne BHENTHET O CUUThIBATEIsI

KonTtponnep umeet fBa nopra ¢popmata Wiegand ais mogKIO4eHNsI CYUTEIBaTeneld. COBMECTHO C
KOHTPOJIJIEPOM MOTYT paboTaTh pa3uyHble CYUTHIBATEIIHN.
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CoOTBeTCTBHE LIBETA ITPOBOOOB:

e Oejelii - data 1

e 3eJleHH - data 0

e CUHUY - BKITIOYeHMe Oy3epa

* KOPUYHEBHIN - BKIIOUEHNE KPacHOTO MHANKATOPA
e OpaHXKEeBHIU - BKIIIOYEHUE 3eJIEHOT0 HHAWKATopa
e yepHBIX - GND

® KpacH®Y - +12 B

Hpu UCNo0/b308aHUU cUUMbIBAMenel pa3auvdHbvlX HPOUSBOOUTTIG/IQI:I usema HPOBOOOB mozym
omauvyamscs. Coomsemcmaue usemos HPOBOaOB cMompume 8 UHCMPYKUUU no 3Kkcniayamauuu Ha
cuumvleamenb.

Tok moTpebeHusT KaXKI0r0 BHEITHEI'0 CUMTHIBATEIS IIOOKIII0YaeMoro K Kjiemmam "+12V" He moimkeH
npeBbimath 100MA. IIpy mogKII0OUYeHUN K KOHTPOJUIEPY CYUTHIBATe el 00JIbIION JallbHOCTH C TOKOM
notpebnenus 6omee 100 MA, HanpsKeHMe MUTAHUS Ha HUX HE0OX0OUMO II0IaBaTh OT OTIEILHOTO
NCTOYHHUKA.

Ioaknouyenue nuierdos

KoHTpomnnep nMeeT BoCEMb BXOOB 151 MOAKJTIOUEHHS 1IIei(oB ¢ KOHTPOJIEM I10 TOKy. Ha3HaueHue
KaXXJoro U3 BXOMIOB 3a/laeTCs IPU IIPOrpaMMUPOBaHUY KOHTPOJUIepa. Bo3MOXHE clenyoIye
GYHKUXY OIS BXOLOB:

e DaTYUK NPOXofa (OBEPHOM KOHTAKT)

e KHOIIKA 3aIlpoca Ha BHIXO[

e DATYMK NPOXoma (IBEPHOM KOHTAKT) + KHOIKA 3alpoca Ha BBIXO[I
e cBoOomHEIHN mpoxof (A, B, A+B)

6mokupoBKa (A, B, A+B)
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e MOHMTOPUHT COCTOSTHUS HATYMKA (TPEBOXKHBIN HATUUK)

Huxke omucaHo MOAKIIOUYEHNE BXOOB PA3/TUYHEIX TUIOB. [Tociie cOpoca KOHTPOIIepa K 3aBOICKUM
YCTaHOBKAM BCe IITeH(rl He UMEIOT Ha3HAuYeHUs ¥ He KOHTPOIUPYTcs. Bee mneidnr paboTaooT Kak
Ha 3aMbIKaHHe, TaK ¥ Ha pa3MbiKaHue. Mcronb30BaHue Harpy304YHBIX PE3UCTOPOB 0053aTEIBHO.

HopmanvHoe cocmosiHue waaetigpa - om 1,4 kOm 0o 3kOm, K.3. waelipa - meree 1,4 kOm, pa3pvia
weligpa - 6osee 3 KOm.

Knomka 3ampoca nmpoxoaa

KHoIKa 3ampoca Ipoxoia IPUMeHsIeTCs B ClIydae, eCJId IIPOXOJI Yepe3 JBeph KOHTPOJIUPYETCs
TOJIBKO C OJHOM CTOPOHEL. OTKPEITHE JBEPH IPOUCXOOUT IPH HAXKATHY U OTIIYCKAHUY KHOIKH
3ampoca mpoxopa. Kpome Toro, KHOIKa 3ampoca MpoxXofia MOXKeT KCI0JIb30BaThCsI KaK KHOIKA
MUCTAHIMOHHOTO OTKPHITUS IBepH. Hampumep, [/si OTKPEITHS OBEPH BPYUHYIO, CEKpeTapeM UIIn
OXPaHHUKOM.

[TpuMep KCONIb30BaHUS IOAK/IIOYEHNS HOPMAJIbHO Pa30MKHYTHIX KHOIIOK 3aIllpoca Ha BBHIXOL
KOHTAKTOB Z1 u Z2.

© © ©

Z7 GND Z8

Z5 GND Z6

‘GND Z4

L3

@-@@‘@@@ © © ®

_®®@‘®®®_@@®‘®®®_

Z1 GND Z2

A b
Y

[Tpu nporpaMMUpPOBaHUY Ha3HauYeHO COOTBETCTBHUE:

e 71 - KHOIIKA 3ampoca Npoxoaa TOYKM IIpoxoda A
e 72 - KHOIIKA 3allpoca MIPoxofla TOYKH mpoxona B

Hcnoav3osaHue 015 omgKpvlmus Geepu KHONKU HA 3/eKmpo3dMKe u/i1u KHONKuU nponycka Ha nysisme
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mypHukema npugodum K 803HuUKHo8eHut cobvimus B3JIOM [IBEPH.

II11st MpaBUIbHOM PabOTH, IPH MPOrPaMMUPOBAHUY HEOOXOOUMO Ha3HAYUTh MOOK/II0UEHHEIE IITeH(h
Kak Iei¢hbl KHOMIKY 3allpoca Ipoxofa.

IaTtuuk npoxona ([IBepHOH KOHTAKT)

C mOMOIIIbI0 IBEPHOT'0 KOHTAKTA KOHTPOJITIED OIPedesseT COCTOSTHUE IBepPH (OTKPHITA/3aKPHITA) UITH
II0JIOKEeHHe POTOpa TYPHUKETA. B cily4ae OTCYTCTBUS OBEPHOTO KOHTAKTa KOHTPOJIEP HE CMOXKET
00HApPYXKUTh HECAHKIIMOHUPOBAHHBIM IOCTYII UJTKA CITy4al, KOTHa OBEPD YIePKUBAETCS B OTKPLITOM
COCTOSIHHH CJIMIIIKOM HOJITO (IIPOXOM HECKOJIbKUX YeJIOBEK 110 OJHOMY IIPOIIYCKY).

[Tpumep UCIONML30BAHUS MOAKITIOYEHUS IBEPHBIX KOHTAKTOB (HOPMalIbHO 3aKPHITHIX) BXOOOB Z3 u Z4:
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[Tpu mporpaMMKUPOBAHUYU Ha3HAYEHO COOTBETCTBHUE:

e 73 - OBEePHOM KOHTAKT TOYKH IIPoxofa A
e 74 - IBEePHOM KOHTAKT TOYKM ITpoxoma B

Ilsepb, ynpasasiemyro cucmemoli KOHMpPoas docmyna, pekomeHoyemcsi 060py0osams 00800UUKOM.

Inst mpaBuIbHOM pabOTH JBEPHOTO KOHTAKTA, IIPU ITPOTrPaMMUPOBaHUY HEOOXOOUMO Ha3HAYUTh
MOJKITI0OYEHHbIe e (bl KaK mendbl ABEPHOT0 KOHTAKTA.

KouTpomnnep MoxeT paboTaTh 663 Ha3HaYEHHUS IBEPHOTO KOHTaKTa. B TakoM ciiydae, 1ocjie
IIOHECeHNsT UIeHTU(GUKATOPA U MTPeIOCTaBIIeHUs NOCTYIIa, TeHepupyeTcs cobrTue "IIpoxon
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COCTOSIICS", KOHTPOJIJIEP MOAaeT OTIHUPAIOIINYA UMITYIEC HAa 3aMOK, U OTCUUTHIBAETCS BpeMsI IIPOXofia.

KoMOHHHPOBAHHBIH IITeH(} - KHOIKA 3ampoca Ha BHIXOJ U JaTYHMK Mpoxona (IBepHOH
KOHTAKT)

Bxomst KOHTpPOJIJIEPa MO2KHO HAaCTPOUTE [OJisi OJHOBPEMEHHOT'O MCIIOJIb30BaHMA OJIS KHOIIKHK 3allpOoCa
Ha BBIXOO U [OJId OIBEPHOI'O KOHTAKTA. HpI/I TaKOM HCIIOJIb30BaHUHN PA3PEIB H_U'IeIL/II(ba O3Ha4aeT
HapylaieHrne OBEPHOTO KOHTAKTA, d 3aKOPOTKA - HaXKdTHUE KHOIIKKM 3dIlIPOCA Ha BBEIXO[.

[TpuMep UCIIOIH30BAHUS TTOOKITIOYEHNS KOMOMHUPOBAHHEIX 1I1eH (OB K BXxomaMm Z5 u Z6:
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[Tpu nporpaMMUPOBaHUY Ha3HAuYeHO COOTBETCTBHUE:

¢ 75 - KOMOMHMPOBAHHEIN OBEPHOM KOHTAKT M KHOIIKA 3aIllpoca IIPoXofa TOYKH Ipoxoma A
¢ 76 - KOMOMHUPOBAHHKIN OBEPHOM KOHTAKT M KHOIIKA 3aIllpoca IPoxofia TOYKH Ipoxoaa B

JToboli us 8 exodos modcem 6blMmb HA3HAYEH KaK KOMOUHUPOBAHHDIU, 015 006CAydHCUBAHUSA 08EPHO20
KOHMAKma u KHONKu 3anpoca Ha 8bix00


https://wiki.proxway-ble.ru/%D0%A4%D0%B0%D0%B9%D0%BB:%D0%A1%D0%BD%D0%B8%D0%BC%D0%BE%D0%BA%D1%84%D1%8B.png

HHTerpanusi C OXpaHHO-IOKAPHOH CHIHATH3allHeHn

Briarofapst Halnu4uio IIei(oB, 3aIporpaMMUpoBanHsX kak CBOBOJHKIM ITPOXO] 1
BJIOKUPOBKA, KOHTpOJIJIEP IIOJIHOLIEHHO UHTETPUPYETCSA B CUCTEMY OXPaHHO-II0XKapHOU
CUTHAJIU3alUu.

II71s1 COBMECTHOM PabOTHI C OXKAPHOK CUTHANIKM3allnel Heo0X0OuMO 3alIpPorpaMMUPOBATh JT000H 13
mteridoB Ha Tum "CBobogHbd poxon”. K aTomy minetidy MoxKeT OBITh OAKIIOYEH HEIIOCPEICTBEHHO
oKapHBLIN 1tend unu Beixon moxapHoro [1I1K. ITpu BKIl0YeHNY T0XKapHOU TPEBOTM HapyllaeTCs
el KOHTposIepa, Ha3HaueHHBIM Kak "CBOOOOHBIN TPOX0a", BCe IBEPH, YIIPABIsIEMEIE
KOHTPOJIIEPOM, aBTOMAaTUYECKH Pa3bI0KUPYIOTCS U TepCOHA MOXKET CBOOOIHO ITIOKUHYThL 30HY
noxapa.
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[Tpu mporpaMMUpPOBaHUY Ha3HauYeHO COOTBETCTBHUE:

e 77 - "briokupoBka A+B"
e 78 - "CBobOomntrit mpoxomg A+B"

"B10KUpPOBKY" MOXCHO HA3HA4YUMb Ha Mmoyuku npoxoda A, B u A+B "C80600Hbll NP0X00" MONMCHO
HA3Ha4ume Ha moyku npoxoda A, B u A+B 3oHbl ¢ munom Baokuposka u Ceob600HbITl npoxod
cpabamuigarom u Ha K3 u Ha O6puia.

II71st COBMEeCTHO#M pabOTH C OXPAaHHOM CUTHaIU3aIMel Heo0X0IuMO 3alIporpaMMUPOBATh 000 U3
mieridoB Ha Tul "brokupoBka". K atomy minelidy MoxKeT OBITh IOOKII0YEH HETIOCPEeICTBEHHO
TPEBOXKHEIN 1end unu Berxon oxpanHoro IIITK. ITpu cpaboTKe 0XpaHHOTO JaTYMKa UM BKITIOYEHUN
OXPaHHOM TPEBOTH HapylLlaeTcs Ileiid KOHTPoJIlepa, Ha3Ha4eHHBIN KakK "BIoKupoBKa", u Bce
[IBepH, yIpaBisieMble KOHTPOJIEPOM, aBTOMaTU4YeCKH OJI0KUPYIOTCS. [Ipu 9TOM [HOCTYI B
OXpaHseMble TOMeIeH:s OyAeT MPeaoCTaBIIThCS TOJIBKO ClTyK0e 6e301maCcHOCTH.
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Hcno/HUTEIbHBIE YCTPOHCTBA

Ins yrpaBieHus UCIIOTHUTETbHEIME YCTPOMCTBAMHU KOHTPOJI/IEP UMeeT YeTkipe pene. C IOMOIIbIO
BBIXOIOB KOHTPOJIJIEP MOXKET YIPaBIIATh 3JIEKTPO3aMKOM UJIM 3allle/IKOM, YIIPaBIsaTh paboToin
ntarbayma, TYpHUKETA, UM BKJTIOYATh APYTOe NOMOTHUTEIbHOE 000PyIOBaHHE.

Pene 1 1 2 umeroT HOpMaJIbHO 3aMKHYThHIE U HOPMaJIbHO Pa30MKHYTHE KOHTAKThl. KOHTaKTH pere
TI03BOJISIOT YIIPABISATh UCIIOHUTEIPHEIMU MeXaHU3MaMHU C TOKOM IoTpeOnenus mo 1A npu
HanpskeHuu 24 B.

He donyckaemcs npumeHeHue 0uo008 npu no0K/AH0YeHUU UCNIOAHUMEIbHbIX MEXAHU3MO8 K
3/eKmpocemu nepeMeHH020 mokd.

Buibpocsl uau nposasvl HANPAXCEHUSA NUMAHUSA NPU 00HOBPEMEHHOM BK/AHYEHUU-8bIKAYEHUU 8CeX
UCNO/IHUMEeAbHbIX yecmpolicme He 00X#CHbl Npusodumb k c6osam 8 pabome KoHmposepa. B
NPOMUBHOM CAyYae Heobxo0uMo NOOKAYUMb 0158 NUMAHUA UCNOJHUMEIbHbIX yempolicma
0moebHbIlU UCMOYHUK NUMAHUS.

IIeKTPO3aMKH

Hanuune HOpMaIbHO 3aKPHITHIX ¥ HOPMaJIbHO OTKPBITHIX PEJIEMHBIX KOHTAKTOB, & TakKXkKe
BO3MOKHOCTh IIPOTPAaMMHUPOBaHUS BpeMeH! cpa0aThIBaHUS 3aMKa B IMUPOKUX mpedesnax (ot 1 mo 255
CEKYH]I) TI03BOJIIET KOHTPOJJIEPY YIIPaBIAThL 37IeKTPO3aMKaMH U 3allleJIkaMy ITPaKTUYeCKHU J1to00ro
tuma. OcoObIM cliy4aeM siBisieTcs BpeMs, paBHOe 0. B 9ToM ciiydae Ha pejie MOAaeTCsl UMITYJIbC
ouTenbHoCcThI0 200 ms.

HpI/IMep IIOOKIIIOYEeHU A UCIIOTHUTEJIbHBIX YCTPOI;ICTB, IepBoe€ OTKPHIBAETCA HOJI&‘-IGfI HalIpAXKEeHN I,
BTOPO€ - CHATHUEM.
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[Tpu ucnonb30BaHUM KOHTAKTOB peJie [J1s1 BKIFOYEHNSI/BLIKIIIOUEHNS TOKa Yepe3 UHIYKTUBHYI0
Harpy3Ky, HallpuMep, IPU yIIpaBlIeHU! 3JIeKTPOMAarHUTHBIM 3aMKOM, BO3HUKAIOT 3JIEKTPUYECKUEe
MMITYJIbCHl OOJIBIION aMIINTUTY O, [I7151 TpeIoTBPAIlleHNs BRIX0[a U3 CTPOS KOHTAKTOB pesie
HeoOX0OUMO IIYHTUPOBATh MHAYKTUBHYIO HAarpPy3Ky AMOOOM, BKITIOYEHHBIM BCTPEYHO HAIIPSKEHUIO
NUATaHUSA KaTywKu. ClenyeT YYUTHEIBaTh, YTO HELOPOTHE 3JIEKTPOMArHUuTHLIE 3allle/IKU He JOMyCKalT
IJIUTENbHYIO NT0gauy HanpsxXeHusd. [I1d TaKux 3alllefIoK CliefyeT IPorpaMMUPOBaTh BpeMs pelie
TaAKUM, YTOOHI He IOMyCTUTh IIEPETPEB KaTYyIIKU 3allleIKu.

115 npasuivHOU pabombvl 3aMK08, NPuU NPO2PAMMUPOBAHUU HE0OX0OUMO HA3HAYUMb NOOKAHUEHHbIe
peieliHble 8bIX00bl KAK 8bIX00bl 3AMKO8.

CupeHbl M 3BOHKH

SHeKTpOBBOHKI/I SABJIAIOTCA OJIA KCTOYHHUKA HAIIPSA2XKEHU A HHHYKTHBHOfI Hany3KOfI, IIpu
IMOAKIIIOYEHNH 3BOHKA K HCTOYHUKY ITOCTOSIHHOI'O TOKa H806XOJII/IMO HCIIOJIb30BaHK € 3alllUTHOI'O
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nvona (CMOTpH MpenynpexaeHue 00 MHIYKTUBHOM Harpy3Ke).
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ITpu noOKAKYEHUU CUPEHbl U3yYume UHCMPYKU U N0Ab308aHUs cupeHol. Tok nompebaeHus
cupeHbl He 0osceH 6bimb 6osee 1 A.

[Tpu uCMONb30BAaHUY HECTAHAAPTHHIX UCIIOTHUTEIBHBIX YCTPOUCTB (MarHUTHBIE IIYCKATEIH,
TYPHUKETHL U T.[.) PeKOMEHMIYeTCs 3a KOHCYIbTal[el 0 MOAK/II0UeHNI0 06PaTUTLCS K CBOEMY
II0CTaBIIUKY 000PYLOBaHUS.

14 npasusvHol pabombl cupeHbvl, NPU NPO2PAMMUPOBAHUU HEe0OXO0OUMO HA3HAYUMDb
NoOK1104YEeHHbIU peseliHblll 8bIX00 KAk 8bIX00 cupeHbl (mpesoz2u u m. 0.).

KoMMyHuKanusa

s csa3u ¢ cepBepoM CKVY]I korTpomnep PW-400 MoxkKeT MCIIOIb30BaTh IPOBOAHYI0 KOMIBIOTEPHYIO
ceTb. HacTpoiika mpubopa BO3MOXKHa C IOMOIIBI0 aBTOKOHGUrypanuu unu spy4usyo c [1K c
nmomoibio 10 "Konduryparop".

[Tpu cOOTBETCTBYIOIIEY HACTPOIKe 00eCcreYnBaeTCs:

e Ha3HayeHHe cTaTudeckoro uin apuHamudeckoro (DHCP) IP appeca yCcTpouCTBYy;

e pabora c IP unu DNS (momMeHHBIM HMeHeM KoMIbloTepa) agpecoM cepBepa CKVY[I;

e Pa6oTa yepes ceTh UHTepHET (00CNykuBaHNE yHaleHHBIX GUIMATIO0B) C BO3MOXKHOCTHIO
pe3epBupOBaHud IyTel B UHTepHET Yepe3 BTOPOU MapLIPyTU3aTop (POyTep);

KouTpomnnep paboTaeT B aBTOMAaTHYECKOM PeXKUMe - II0CTIe 3arPYy3KH JaHHBEIX C CePBepa BHIITIOIHSIET
0TpaboTKYy IIPaBUII JOCTYIIA [AJI IPEObsBISIEeMbIX HOeHTU(PUKATOPOB U OTIPABIIIeT U3BeIIeHUs 00
3TOM Ha cepBep. KoMMyHHUKATOP KOHTpOJIepa paboTaeT B pexkruMe HOTUPHUKAIUY, TO €CTh IIPU
HaJIM4YuK COOBITHS (IIPOXOfI, HapyllleHue 30Hbl) MHUIIMKAPYETCS Iepefiada JaHHHX Ha cepBep CKVY]I.

[Tpu paboTe B KOMIILIOTEPHOM CETH KOHTPOJIJIep 00ecrieunBaeT 3allUTy OT HECAaHKIIMOHUPOBAHHOTO
BMeIllaTeIbCTBa Oaromapss KPUITOCTOMKOCTH (b poBaHue MakeTa JaHHBIX C UCIIOJIb30BaHUEM 256-
OUTHOTO KJTI0Ya) ¥ UMUTOCTOMKOCTH (KOHTPOJIb YHUKAJIbHOTO CEPUUHOT0 HOMepa YCTPOMICTBa), a
TakKxKe KOHTPOJIIO KaHajla CBSI3U IMOCPEACTBOM ITEPUOANYECKUX TECTOBLIX CUTHAJIOB OT YCTPOMCTBA.

IIpoBogHast KomnbOTepHasa ceThb (Ethernet)

HuTepdetic Ethernet ucnonbsayercs ans o0beauHEeHUST KOMIIOHEHTOB cucTeMHl (ITK u KOHTPOJIIepoB)
B ceThb. [InnHa Kabens Ethernet 6e3 ucmonb30BaHMs JOMOIHUTEIHHOT0 000PYOOBAHUS MOXKET
cocTtaBiaTh 0o 100 MeTpoB, Ipu 9TOM 00eCIIeYnBaAETCS CKOPOCTh Iepenayu faHHeX 10 100MowuT/c

[TpuMmept! nogkimouyeHus kabenst Ethernet.
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[Tpu HacTporike Ethernet KoMMyHHKaTOpa KOHTPOJIJIEPA CIEAYET BHIIIOIHUTE:

e Pa3pemenue ucnonb3oBaHus KoMMyHuKaTtopa Ethernet
e HacTpoliky ceTeBBIX TapaMeTPOB KOHTPOJIIepa (mpu ucnonb3oBanuu DHCP - He 3apatoTcs):

Ll

S W=

IP agpec

Macka nomceTu

IP agpec mmo3a (poyTepa) uHTepHeT 1(He00s13aTENbHO B JIOKAIBHOU CETH)

IP agpec mumo3a (poyTepa) B UHTEPHET 2 (Heo0s13aTeIbHO)

IP agpec DNS cepsepa 1 (ecnu ucnonb3yeTcs mepefada JaHHBIX Ha JOMEHHOE UMSI)

IP agpec DNS cepBepa 2 (Heo0s13aTeNbHO, €CIIU UCII0NIh3YeTCs Nepefaya JaHHBIX Ha JOMEeHHOe
M)

HacTpoiky KOMMyHUKalUU C CEPBEPOM:

IP unu DNS apgpec cepsepa 1

IP unu DNS appec cepsepa 2 (agpec PW-A)

[TopTe! mocTyma (IOPT YTEHHUS U MOPT 3aIIKUCH)

YacToTa MpoBepPKM KaHana CBSI3U (OTIIPABKU TECTOBOTO CUTHAa)

IMopsigoK mporpaMMHPOBaHUS KOHTpOJUIEpa

IIporpaMmMmHoOe

[encTBUA
o0ecneyenue
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1. Onpenenenue pexrma paboThl KOHTPOJJIEPA: aBTOHOMHBIM WU B
coctaBe CKVY]I

2. Hacrpoiika Haya/nbHBIX TapaMeTPOB, & UMEHHO CETEBBIX HAaCTPOEK

KOHTpOJIJIepa:
a. Hactpoiiku cepBepa: IP agpec unu DNS uMs cepBepa, MOPTH
I10 "Koundurypartop" OocTyma (IopT YTeHus, IOPT 3alKCH)
Yepes nopt USB NMyHKT b npu Hanuyum DHCP (puHamMuMyeckux appecos) B

CeTU He HYXHO BbIMNOJIHATb
b. HacTpoiiku ycTpoiicTBa: IP agpec yCTpoiiCcTBa B KOMIIBIOTEPHOU
cetd, Macka mogcetd, IP DNS cepsepa, 13 B UHTepHET

3. ITogkntouenue u perucrpauus ycrpouctsa B I10 CKVI (cwm.
pykoBopcTBo 10 CKY[I)

4. HacTtpotiika yctpoiicTBa ¢ momoIsio [10 CKY[I

a. Hactpolika nBepeii: 0IHOCTOPOHHYE ABEPU UIU ABYCTOPOHHSAS
oBepb, pexuM paboTh antipassback, Bpemst BBoga PIN koma (viu
OTKJIIOUEH)

b. Hactpoiika Touek mpoxopa: Ne CAUTEIBATENIS, BPEMS IIPOXO0aQ,
npu3Haku "HeTt TpeBoru npu B3nome", "HeT TpeBory, eciu OTKPLITO
CJIAIIKOM LOJITr0"

c. HacTpoiika CYUTHIBATEIEH: TUII CUMTHIBATENS 26 Uy 42 OUTHBIN
d. HacTpoiika BX0I0B KOHTPOJIJIepa: TUI peaKIUy ¥ TOYKa IPOXona
(HampuMep, maTYUK MIPOXOMa, TOYKa IIpoxona A u B; cBoGOIHBIM
IIPOXOf, TOYKa IIpoxofda B).

e. HacTpolika BEIXO[0B KOHTPOJIJIepa: TUI UCIOJIb30BaHU (3aMOK,
CUpPeHa U T.[.), peXUM paboTHl, JIUTEIHbHOCTb UMIYJIbCa (eCIu
OOCTYIIEH B JaHHOM peXUMe), TOUKa IIPOX0na, YIPaBsgollas JaHHbIM
BEIXOZIOM.

5. CpexnctBamu CKY]I co3maeTcst CIMCOK IOJIb30BaTesel ¢ Habopom
UOEHTU(PUKATOPOB U UX OOMOTHUTENIBHEIX IapaMeTpOB, PaCIIUCaHUU
IIpaBWI IPOXO0Ja Yepes onpenesieHHble TOYKY IPoxofa (CM.
pykoBopcTBo 10 CKY[)

6. [Tocne popmupoBanus u 3arpy3ku Koupurypauuu u3 [10 CKY]

I10 CKY [

ITogknouyeHnre TYypHHKETa C HMIY/IbCHBIM yIIPaB/IeHUEM
HacTpoiika pa6otsl KouTposuUiepa B [I0 ProxWay-IP

[Tocne mo6aBnenus KouTpoepa PW-400 B 6a3y maHHBIX, Ha3HAYbTE €My [BEpPb. B mapameTpax
IBEPU YCTAHOBUTE €€ TUIl KakK "TypHUKET C UMIY/IbCHEIM yIIPaBIeHUEM" .



il - - N
. TyprnkeT ﬁ
O Giuwme
HazsaHue TypHMEET
|
Tun geepu TUDHMEET © WMNUNBCHEIM YNDABNeHWEN - ] |
|
AHTHaYENE LTI - | |
EeicTpei npoxoa | JanpelenHo - ]
K.osTponnep T ypHskeT - ]
Bpeta eeoga PIN-koga, cex 0 %‘
[ Ok, ] DmveHa MpuMeEHHTE: l
L _ _— _ |

Bxogam co 2-ro 1o 8-# u BEIXOlaM aBTOMaTHU4eCKy OyOyT Ha3HaueHH (GUKCHPOBAHHBIE HACTPOUKH:
OYHKIMH BXOI0B:

2. [JlaTyuKu mpoxoaa

3. IlynsT ynpasnenus: KHOIKY "Bxox" u "Brixon"

4. IlynbT yrnpaBneHus: KHONKY "CBoOOHEINM Tpoxon" 1 "BIoKupoBKa"

5. CocTosHUE TypHUKETa: KPaCHBIM BXO[

6. CocTOssHUE TYpHUKETA: 3eJIeHBIA BXOM

7. CocTOAHUE TYPHUKETA: KPaCHBIN BHIXOM

8. CocTosHME TYpHUKETa: 3€I€HBINA BBIXO[

Bx00 Nel ocmaemcs He3adelicmeo8aHHbIM U MOJcem Obimb UCNOAb308aH, HANpuMep, 045
UHMe?2payuu ¢ NoXcapHol cueHasusayuet.

®YHKIUH BbIXOI0B:
1. TypHUKeT: BXOf
2. TypHUKET: BBIXO[

3. TypHUKET: aBapUUHBIN BEIXO[
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4. TypHUKeT: OJI0OKMPOBKa
3anpeTt ynpaBieHHs nyabToM u3 I10

B 0KHO peakKTHPOBaHHUS MapaMeTPOB BXOMIa KOHTPOJIepa mobaBieHa omius "IToKII0ueH K MyIbTy
yIpaBieHus" s UUieidoB KHOMOK 3ampoca IIPoXoaa, CBOGOTHOTO IIPOXofia U GTOKUPOBKH,
CBSI3aHHBIX C OTHETLHEIMYU IBEPbMU UJIM TOYKAMHU IIPOXO0[Ia, TU00 CBI3aHHBEIX C KOHTPOJIIEPOM,
00CTyKHMBAOIIUM IBYCTOPOHHIO [IBEPD UITH TYPHUKET.

. ~
@ 5x0a N3 —_ [
i -
' D6wwe |
' CocToaHue D6pes
Hazsanue Bwon N3 |
Henomezosanue TypHuKEeT: KHOMKM Bxoa/Beron *
YHeTpofcTeo T ypHKKET
[¥] Mok mouen k nyaeTy ynpasneHus
Ok [ OTrieHa l [ MpHEHMTE
[ S

Ecnu onuus "[Togkiiio4yeH K MyIbTy YIPaBleHUus" YCTaHOBIEHA, TO DaHHBIA BXOM KOHTpoJInepa OymeT
OTKJIIOYEH TIPU BHIIIOJIHEHUY KOMaHOH "3alpeT IyJbTa yIpaBlieHus" B OKHe ypaBieHus. Pabota
BXOZIOB OymeT BO300HOBIIEHA IIOCJIE BHITIOJTHEHU KOMaH[H "Pa3pellieHne MyibTa yIIpaBleHus" B OKHE
yIIpaBlIEHUS.
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CUTHa/In3anuen!
KoMmmyTanus

[TopkmioueHue KoHTpoiepa PW-400 K TypHUKETY ITOKa3aHOo Ha cxeMme 1 (BXOf - MOBOPOT POTOpa
TYpPHUKETA I10 YaCOBOU CTPEJIKe) U cxeMe 2 (BXOA - IOBOPOT POTOpa TYPHUKETa IIPOTUB YaCOBOMI
CTPETIKHU).

INosicuenue K cxeme 1:

KonTakThl 7 u 5 pa3beMa X10 - ob1rre, mogkimodaoTcs K KOHTaKTyY GND pa3beMa 30H KOHTPOIIIepa
PW-400

KonTakT 4 pasdvema X10 - yepe3 pe3uctop HoMuHaIOM B 2 KOM NOJK/IOYaeTcsa K Z2 KOHTPOJIepa
KonTakT 6 pazvema X10 -nofgkiodaeTcs K Z2 KOHTPOJIJIepa HallpSIMYI0

KonTakT 11 pa3wema X8 - obmuii, mopkimodaeTcs K C1, C2, C3 u C4 KoHTpoOIIEPa

Kontakr 12 pa3zwvema X8 - "TypHuket: Bxon", nmogkitodaercsa K NO1 KkoHTpoiepa

KonTtakr 13 pa3bvema X8 - "TypHuket: Beixon", nogkitodaercd K NO2 KOHTposiepa

KontakT 14 pa3wema X8 - "TypHUKeT: aBapuHBIU BhIX0n", mogkinodaeTcss K NO3 KOHTpoIiepa
KonTakt 15 pasbema X8 - "TypHukert: 6;1okupoBka", mopkmodaercs K NO4 KoHTposiepa

KonTakT nynbTta 1 - 061Iuit, mogkmioyaioTcs K KOHTakTy GND pa3zbeMa 30H KoHTposnepa PW-400

KoHTakT 2 nynbTa - KHONKA "BX0X", Yepe3 pe3ucTop HoMUHaNIOM B 2 KOM NOAK/II0YaeTcs K Z3
KOHTpOJLJIepa

KonTakT 3 mysnbTa - KHONKA "BHIXOA", IOOKII0YaeTCA K Z3 KOHTPOJIJIepa HallpSIMYI0

KonTakT 4 nynbTa - KHONKA "aBapUUHLIM BXOA'", Yepe3 pe3nucTop HOMUHAJIOM B 2 KOM NOAKIII0YaeTCs
K Z4 KOHTponepa

KoHTakT 5 mysbTa - KHOIKa "GJI0OKMPOBKA", TOAKIII0YaeTCd K Z4 KOHTPOJIJIepa HalpsMyio

KoHTakT 6 nynbTa - ”HOUKATOP "KpacHBIM BXOX", IOAKIII0YAETCS K Z5 KOHTpOoJIIepa
IIOCIIef0BaTEIbHO Yepe3 ANO[ U, HOTIOIHUTENIbHO, Yepe3 pe3ucTop HoMmuHanoM 2KOM Kk GND
KOHTpoJIiepa. [TapanienpHo 3TOT KOHTAKT IIOAK/II0YaeTCs K KOHTaKTy 29 pasbema X13 TypHUKeTa.

KonTakT 7 mynbTa - ”HAUKATOD "3€JIeHbIM BXOA", MOOKIYaeTCs K Z6 KOHTPOoJIepa
IIOCJIeI0BATEIbHO Yepe3 OUOM U, NONOJHUTENIBHO, Yepe3 pe3ucTtop HoMuHanoM 2KOm Kk GND
KOHTpoJIIepa. [TapasnienpHo 3TOT KOHTAKT IOAKII0YaeTcs K KOHTakTy 30 padbema X13 TypHUKeTa.

KonTaxkT 8 mysnbra - ”HAUKATOD "KPaCHBIM BHIXOA", MOOKIYaEeTCs K Z7 KOHTPOJIIepa
IIOCJIeIOBATEJIbHO Yepe3 OUOM U, NONOJIHUTENIBHO, Yepe3 pe3ucTtop HoMuHanoM 2KOM Kk GND
KOHTpoJiepa. [lapaniesbHo 9TOT KOHTAKT MOAKIII0o4aeTcs K KOHTakTy 31 pa3beMa X13 TypHUKeTa

KonTakT 9 nysnbTa - ”HOAUKATOD "3€eJIeHBIY BEIXOA ", ITOAKIII0YaeTCs K Z8 KOHTpoJIepa
IIOCJIe0BATENIbHO Yepe3 OUO[ U, AOIOIHUTEIIBHO, Yepe3 pe3uctop HoMuHanoM 2KkOM Kk GND
KOHTpoJIiepa. [lapanesnbHo 9TOT KOHTAKT IOAKJII0YaeTCs K KOHTakKTy 32 pa3beMa X13 TypHUKeTa.



KonTakT nynbta 10 - 0611uit, mogkmioyaioTcs K KOHTakKTy GND pa3zbeMa 30H KoHTpojinepa PW-400 u
napasjie/IbHO KOHTaKTy 28 pa3beMa X13 TypHUKETa.

IlosicHenne K cxeme 2:

KonTtakTel 7 u 5 pa3beMa X10 - oburue, moakiodamTcs K KOHTaKTY GND pa3beMa 30H KOHTPOJIepa
PW-400

KonTtakrt 4 pazbvema X10 -mmogkaodaeTcs K Z2 KOHTpOJIJiepa HalpsaMyo

KonTakT 6 pazvema X10 - yepe3 pe3uctop HoMUHaIOM B 2 KOM OJK/IOYaeTcsa K Z2 KOHTPOoJIepa
KonTakT 11 pa3wema X8 - obmuii, mopkimodaeTcs K C1, C2, C3 u C4 KoHTpoIIEepa

KonTakT 12 pa3wema X8 - "TypHukert: Brixoqn", nogkiodaercs K NO2 KoHTpoiepa

KonTakT 13 pa3wema X8 - "Typrukert: Bxon", nogkinodaeTca K NO1 KoHTponiepa

KoHnTtakt 14 pa3zwvema X8 - "TypHUKeT: aBapHHBIY BEIX0L", oakiIodaeTcs K NO3 KOHTpoIiepa
KonTtakTt 15 pa3rema X8 - "TypHuket: 6710KupoBKa", mogkmodaeTcss K NO4 KOHTpoJiepa

KonTakT nynbra 1 - 00uruit, mogkmo4anTcs K KOHTaKTy GND pa3beMa 30H KoHTposiepa PW-400

KoHTakT 2 mysnbTa - KHONKA "BX0X", Yepe3 Pe3uCTop HOMUHAIOM B 2 KOM NOAKIII04YaeTcs K 23
KOHTpOJIJIepa

KoHTakT 3 nynbTa - KHOMIKA "BHIX0A", MOAKIII0YAETCS K Z3 KOHTPOJIJIEpa HalpsIMYI0

KoHTakT 4 nysnbTa - KHONKA "aBapUUHLIM BXOA'", 4epe3 pe3ucTop HOMUHAJIOM B 2 KOM NOJKIII0YaeTCs
K Z4 KOHTpoOIiepa

KoHTakT 5 mynbTa - KHOMKA "070KUPOBKA", MOAKIIIOYaeTCs K Z4 KOHTPOJIJIEpa HAMPSIMYIO

KonTakT 6 mynbra - ”HOAUKATOP "KPaCHBIM BXOH", IOOK/II0YAETCs K Z5 KOHTpoiepa
II0CJIeI0BATEJIbHO Yepe3 OUOL U, NOIOIHUTENIBHO, Yepe3 pe3ucTop HoMuHanoM 2KOM K GND
KOHTpoJIIepa. [lapasiespHo 3TOT KOHTAKT IIOAKIII0YaeTCs K KOHTAKTy 29 padbema X13 TypHUKeTa.

KoHTakT 7 nmynbTa - ”HOUKATOP "3€JIeHbIM BXOA", TOOKIYaeTCsa K Z6 KOHTpOoJiepa
IIOCJIej0BaTENIbHO Yepe3 AUO[ U, NOIOIHUTENIBHO, Yepe3 pe3ucTtop HoMuHanoM 2KOM Kk GND
KOHTpoJIiepa. [lapanesnbHo 9TOT KOHTAKT NMOfKIIodYaeTcs K KOHTakTy 30 pa3beMa X13 TypHUKeTa.

KonTaxkT 8 mysnbra - ”HOAUKATOP "KPaCHBIM BHIXOM", OOKIYaEeTCSA K Z7 KOHTPOoJIIepa
IIOC/IeIOBATEIbLHO Yepe3 U0 B, JOIOHUTENBHO, Yepe3 pe3nucTop HoMuHanoM 2KOM Kk GND
KOHTpoJIIepa. [lapasniesnbHo 9TOT KOHTAKT MOKIII04aeTcs K KOHTakTy 31 pa3beMa X13 TypHUKeTa.

KoHTakT 9 nynbTa - ”HOUKATOP "3€JIeHBIM BEIXOL", IIOOKIII0YaeTCcsa K Z8 KOHTpoJiepa
IIOC/IeI0BaTEeIbHO Yepe3 U0 U, JOMOJIHUTENBHO, Yepes3 pe3ucTop HoMuHanoM 2KOM Kk GND
KOHTpoJIiepa. [TapanienbHo 3TOT KOHTAKT IIOAK/II0YaeTCs K KOHTAKTy 32 pa3beMa X13 TypHUKeTa.

KonTakT nynbra 10 - o61uii, mogkimodaoTcs K KoHTakTy GND pasbema 30H KoHTpoiiepa PW-400 u
napasjie/ibHO KOHTaKTy 28 pa3beMa X13 TypHUKETa.



PexxuMbl padoOThI TYPHHKETA

PexxuM padoTHI

leXKypHBIH PEeKUM

OnHOKpaTHBIN
BXO[]

OOHOKPATHBIH
BBIXO[I

CBOOOIHEIN BXO[

CBOOOIHEIN BELIXO,

brokupoBanue
nmpoxoaa

CBOOOITHBIN
IPOXO0[
("AHTHIIAHHKA")

eucTBHA C
nyiabTa

Haxara KHOIIKa
IIBXOHII

Haxate kHOIIKY
"Brixom"

Haxats KHOIIKY
"ABapUUHBIN
mpoxomd", a 3aTeM,
He OTIIyCKaf ee,
KHOIIKY "Bxom"

Haxate kHOIIKY
"ABapUUHBII
mnpoxon", a 3aTeM,
He OTIIyCKasd ee,
KHOTIKY "Brxon"

HaxaTes KHOIIKY
"BrnokupoBka"

HaxaTps KHOTIKY
"ABapUUHBIN
mpoxom"

HeucrBus B I10

(OKHO ynmpaB/IeHHS,
3aKjajkKa "aBepu")

[Tepexon B meXypHBII
pexuM u3 m060ro
COCTOSIHHUS TI0
HaXaTuio KHOIKI
"Hopma"

BribpaTh IBEPE,
HaXaTh KHOIKY
"BrimycTuts"

BriOpath BEPD,
HaXaTh KHOIIKY
"BrimycTUTH"

BriOpath BEPD,
HaXkaThb IPaBYIO
KHOIIKY MBIIIKHY, U B
MEHIO BEIOpATh
"CBoOomHBIN BXOX"

BribpaTh IBEPE,
HaXaTh IIPABYI0
KHOIIKY MBIIIIKH, U B
MEHIO BEIOPaTh
"CBOOOMHEIN BXOT"

BriOpath IBEPD,
HaXaTh KHOIIKY
"BrnokupoBKa"

BriOpath BEPD,
HaXaTh KHOIKY
"CBOoOOOHEIHM TPOXOT",
WJIY, TIPU TI02KapHOU
TPeBOre HaxkaTh
kHONIKY "OTKPBITb
BCE IBEPH".

Nuapukanus

Wupukatops! Ha [I1TY He rop4r,
VHOIVKATOPEL Ha CYUTHIBATEJIAX
MUTAIOT KPaCHBIM

[11Y: 3enensit ”HOUKATOP Haf
KHOMKOM "Bxom" m KpaCHHIM Haf
KHONKOK "Brixon". UHOMKATOPD
CUMTHIBATENSI KOHTPOJIIEPA,
Ha3HAYEHHOTO Ha BXO[I, TOPUT
3eJIeHEIM.

[I1Y: 3eneHsld THOUKATOP Haf
KHONIKOY "BrIXOA" ¥ KpacHBIN Ha
KHOIKOK "Bxon". UHOUKaTOp
CUMTHIBaATENSI KOHTPOJIEPa,
Ha3HAYEHHOTO Ha BBIXOM, TOPUT
3eJIeHBIM

[TIOY: T'opuT 3eneHbI HHAUKATOP
Haf KHOmKoH "Bxon". UHOMKaTOp
CUMTHIBATENSI KOHTPOJIEPa,
Ha3HA4YeHHOI'0 Ha BXOH, MUTAeT
XKeJITO-3eJIeHEIM.

[IIY: TopuT 3eJeHblil UHOUKATOD
Hapg KHonkou "Breixom".
WHOuKaTOp CUUTHIBATENS
KOHTPOJIJIepa, Ha3HaYeHHOI 0 Ha
BBIXO[I, MUT@€eT KeJITO-3€JIeHbIM.

[TOY: I'opgaTt KpacHble
MHOWKATOPHI HAfl KHOMIKaMU
"Bxon" u "Brixon". MHOMKaTOPH
CUMTHIBaTENEW KOHTPOIepa Ha
BXO[ ¥ BBIXO[ MUTAIOT KEJTO-
KpPaCHBIM.

[I0Y: I'oput 3eneHsle
MHOWKATOPEl Ha KHOIIKAMHU
"Bxon" u "Beixon", onyiueHa
ImTaHra. MHOMKaTOPHI
CUHUTHIBaTeIe! KOHTPOJIJIEPa Ha
BXOJl 1 Ha BBIXOJ MUTAIOT XKeJTO-
3€eJIeHLIM.
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Kowrasr 2 pene Mpoxoa no Yacoscd cTpenke”
Kowmasr 1 pene *Mpoxon ne wacosod cTpense”
Kowtart 2 pene Tipoxog NpOTHE YACOBOHA CTREM”
Howurakt 1 pana "Tpoxog NpoTHE YACOB0A CTREMIM™
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Meamnep J3:

1-2 - koHTaKTe pene Par. NPCXOOA npoTHE Sacoaol cTpankm
HopmansHo paackmyTel (WO,

Meamnep J4:

1-2 - rouTarTe pane Par I'IPOKOD.F N HATOBoA CTRRMKE
HopmanuHo pasowmey e (NO

Bnok numaxua

- ,;_,_.,.Hﬂ,.ad

Cxema 1
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EYT-HIN

[pwasmap J3:

1-2 - KoHTENTE pene Per. NPOXO0A npoTiee yacoBol CTRENKA
HOBMaNsHo pREoMEHYTE (NO);

[pwasmep Jd:

1-2 - poHTENTH pene Per. NPOXO0A no yscoBod cTpenke
HOBMaNsHo pasoMkHYTE (MO,

s dral

13 5

Konrakr 2 pene "Tipoxon NpoTHE YacaBoR cTpenkn” E
Komrakt 1 pane "Mpoxon npoTee YacoBoR CTRenkK’
Kowrasr 2 pene “Tgoxog no Yacosoh cpenke”
HowTasT 1 pene "Mpoxeg no uacoaoh crpenke”
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Cxema 2
TaMOyp-n11103
TamOyp-11Ti03 MOKHO Pean30BaTh B ABYX BapUaHTaX:
1. Ha ocHOBe OHOT0 KOHTPOJUIEpa, rae OyayT UCII0/Ib30BaHbI:
- IBE€ OIHOCTOPOHHUE IBEPHU

- 0Ba MarHUTOKOHTAKTHHIX faTunka (CMK, repkoH)



https://wiki.proxway-ble.ru/%D0%A4%D0%B0%D0%B9%D0%BB:2121.png

- IBa CUMTHIBaTe/Id KapT, ¥ IBe KHOIKM 3aIpoca IIpoxoaa

2. Ha ocHOBe IBYX KOHTPO/IJIEPOB, I'1e OyayT HCII0/Ib30BaHbI:

- IBe IBYCTOPOHHME ABEPU

- IBa MarHUTOKOHTAKTHHIX faTunKa (CMK, repkoH)

- YeTHIPe CUUTHIBATEIS KapT

B nepBoM BapraHTe IIPOX0[] Yepe3 TaMOyp-IIUIi03 OCYLIECTBISIETCS B CIEAYIOIIEM MOPSOKe:

1. IToguecenmne I/IJIeHTI/I(bI/IKaTopa " BXO[ B IIIJII03, 3aTE€M HaXKaTHe KOIIKK 3aIlP0Ca U BBIXOM K3 IIJII03a

PW-400

2. IlogHeceHue umeHTU(UKATOPA U BXOM B IIUII03, 3aTEM IMOTHECEHNE UIeHTU(PUKATOPA U BHIXO[ U3
LITI03a
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g ST PW-400

#

PaGoTra TamOyp-1nII03a

CxeMBbI IOCTPOEHE! Ha NapaieIbHOM MOAK/IIYEHNN KOHTPOJIUPYIOLIUX 30H (BXOABL C TUIIOM
"6JI0KMPOBKA"), KOTOPHIE aKTUBUPYIOTCS 00pBeiBOM “3emnu” (GND) mpu momomru CMK, uto
obecreuyrBaeT OJHOBpeMeHHOe cpabaThiBaHNE HECKOJIBKUX 30H KOHTPOJIS.

OTO 3HAYMUT, UTO NPU OTKPLIBAHWY OOHOH M3 HBEPel MPOTHUBOMONIOXKHAS OyeT mepeBeqeHa B PeXKUM
6JIOKUPOBKH.

B npouecce paboTH KOHTPOJUIEPH TeHepupyIoT u nepepatoT B CKY]I BcrioMoraTenbHbIE COOBITUS
"Tlepexop B pexuM 6710KUPOBKU" U "BrIxon u3 pexuma 6;10KupoBKU". [[718 TOTO, YTOOBI UCKITIOUUTh
INaHHbIE COOBITUS U3 OKHA TEKYIel UCTOPUU, PEKOMEHIYEeTCS UCII0Ib30BaTh GUILTP COOBITHM (CM.
IMOKyMeHTallKIo 110 TporpaMMHoMy obecriedennio CKY]I).

IIocTpoenue

Ha ocHoBe omHOro KOHTpo/Iiepa (tum 1)

Koundurypauus mnendos:

IIneid Z1 KoHTpO/UIEpa - 3aNIPOrpaMMUPOBAH KaK JAaTYUK OBepH 1 (BepXHSIsS IBEph)
Ilneid Z2 KoHTpO/UIEPa - 3aIPOrpaMMUPOBaH KakK OJIOKHPOBKA ABEPH 2 (HUKHSS JBEPh)
IIneid Z3 KOHTpoO/UIEepa - 3aIpOrPaMMHUPOBAH KakK JaTYUK OBEPH 2 (HUKHSSI IBEpPb)

IIne#d Z4 KoHTpOIIEpa - 3aIIPOrPaMMKUPOBAH KakK 0JIOKHPOBKa [BepH 1 (BEPXHSIS IBEPh)
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CuuteiBarens
Ha BxoA B Asepe
Tambyp-wnios s
apoxons KouTtponnep
‘:l aocTyna
L |
=TT X g
MK '@. Z1
18| GN Hactponka wnendgos
NP 22 KOHTponnepa
B Z3
| GND
®| z4 Z1- paTt4uKk Ha Bxoq
Voiora Z2- BNokMpoBKa Ha BbIXxoA
npoca
NpOXaaa
e Z3- paT4MK Ha BbIXo4
——

0 Z4- 6nokmpoBka Ha BXxoa
. /‘J = _CuwrbiBatens
Ha BbIXOA C

TamBbyp-wno3

Ha ocHoOBe IByX KOHTpPOJUIEPOB (THI 2)

Kondurypauus mnerndos:

IIne#d Z1 xourponnepa Nel - 3anmporpaMMUpPOBaH Kak HaTYUK [ABEPH 1 (BEPXHSIS IBEPD)
Ilnend Z2 xourposuiepa Nel - 3anporpaMMUpOBaH Kak 0JIOKMPOBKA [Bepu 1 (BepxXHss [Bepb)
IInend Z1 xourposurepa Ne2 - 3anporpaMMHUPOBAH KaK JATYHK ABepH 2 (HUKHSIS IBEPb)

IIneid Z2 xkoHTpo/UTepa Ne2 - 3amporpaMMHUPOBaH KakK 0I0KMPOBKA ABEpH 2 (HUKHSIS OBEPD)
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CuuTeiBaTens 1.1 BrewHss
Ha BxoQ B o Lo
Tambyp-wno3

CuutbiBatens 1.2

|j Ha BbIX0A C
Kontponnep | - Tambyp-winiosa
poctyna 1 , —';: -
21 (&} =
GND @I 5 ‘
Z2 |& Hactponka wnendoB KOHTPONNEpoB
Z3 @
Koxtponnep 1
Z1- bnokmpoeka aeepu (BHewHAA aeeps)
Z2- paTt4yvK Ha npoxoa
KoHTtponnep
Aoctyna 2 2x Kontponnep 2
Z1 (@) Z1- Bnokmposka aeepw (BHyTpeHAs aABepb)
Ggg 2 Z2- naT4uK Ha NpoxoA
z3 |
™] ]
CHHTblBejTenb 2.1 — CunTbiBaTens
Ha BXOA BO Le=J_ 2.2 Hasbixoac
BHYTPWUHMKE BHyTpeHsn BHYTPEHUX
nomMeLeHuA oy nomeLleHui

CepBHCHOe 00CTyKHUBaHHE
COpoc B 3aBOJICKHE YCTaHOBKH
It BO3BpaTa KOHTPOJIIEPA K 3aBOJCKUM YCTAHOBKAM CII€YeT BHIIIOTHUTH CIIEIYIOIINe TeHCTBHS:

OTkpoKTe KOpPIyC KOHTpoiepa (HapymbTe TMP)

O6ecToYbTE KOHTPOJIIED

Ycranosute nepemeruky FACT

[TomaiiTe muTanue

[Tomoxmute 40-50 ceKyH[ (MU, €CIU MOAKIIIOUEHB CYUTHIBATENH, HOXKAUTECH IIECTA KOPOTKUX
CUTHAJIOB, CUTHAIU3UPYIOMKX 00 ycreurHoM c6poce KOHTPOIIepa)

O6ecToYbTE KOHTPOJIIED

. Caumute nepemeiuky FACT, 3akpoiiTe KOpPIyCc KOHTpoJepa (BocctaHoBuTe TMP)

G W e

N o

l'lepexop; B PEeiKHM IMIPOrpaMMHPOBaAHHUSA
s IepeBoga KOHTPOJIJIEPad B PE2KUM IIPOTPAMMUPOBAHUSA BEITIOJTHUTE CIIEOYIOIINe el CTBUS:

1. He BHIKIIOYas NUTaHUS, OTKPOUTE KOPIIyC KOHTpoIiepa (HapywbsTe TMP)
2. TlopkmiounTe K pa3beMy USB KaOesb 1 BHIIIOJTHUTE HACTPOUKY Ipubopa ¢ IIOMOIILI0
mporpaMMHOTro obecneuyenus "Kouduryparop"


https://wiki.proxway-ble.ru/%D0%A4%D0%B0%D0%B9%D0%BB:1098.png

3aMeHa MHKPONPOrpaMMbI YCTPOMCTBA

OTkpoiiTe KOpIyc KOHTpoyiepa (Hapyuste TMP)

O6ecToYbTe KOHTPOJIIED

YcranoBute nepemberuky FACT

[Mogkmiounte USB kabenb cHavana K KOMIIBIOTEDPY, @ 3aTEM - K KOHTPOJIIEPY

C noMoIIbio CenruanbHOro MIPOrpaMMHOT0 00eCTIieYeH S BEIIIOTHUTE 3aMeHy
MUKPOIIPOTPaMMbl KOHTPOJIIEPa

6. ITocne 3arpy3ku I10 B kouTponnep OBA3ATEJIBHO nopmoxpute 15-20 cekyHp (unu, ecnu
IIOKJIIOUEHHl CYUTHIBATENH, HOXKAUTECH IIECTA KOPOTKUX CUTHAJIOB, CUTHAIU3UPYIOIIHUX O
KOPPEKTHOU 3arpy3Ke MUKPOIIPOrPaMMEI).

G W e

BHumaHue!!! 3aepyska mukponpozpammel 6ydem paspeweHa mo/ibko 8 meueHuu nepavix 10 cekyHo
nocse 3anycka KoHmpoaJsaepd.

3aBOJICKHE HaCTPOHUKH

KoMmyHuKaTOp

DHCP Bkmiou€H (He ycTtaHoBieH IP KouTponepa), agpeca cepBepa CKY]I He yKa3aHHI.
Bxons! (m1endn)

Z1 - 78 - BKIIIOYEeHHB

BrnIixoabl

Pene 1-4 - oTKII04EHE

CuuThIiBaTE/IH

Wiegand 42bit



